Chapter 3

Race Conditions and
Mutual Exclusion

KNOW YOUR ENEMY!
RACE CONDITIONS

CONDITIONS
CLASSIC SYNCHRONIZATION MECHANISMS
EXERCISES

\J avais, without a doubt, popular because of its extensive support for multithreading
and networking. It is also among an elite group of languages that directly support concur-
rent and distributed computing right out of the box. Despite this support, Javais plagued
by the same problems that have traditionally affected programmers who write concurrent
programs. This chapter is dedicated to race conditions, which undoubtedly account for
most of the problems that occur in concurrent programming.

We will begin with adiscussion of the general “enemies’ that manifest themselvesin
concurrent programming, and follow it with a discussion of a specific enemy—the race
condition. We then turn to a discussion of how to eliminate race conditions by using
mutual exclusion and built-in object synchronization (which are supported by each and
every Java object, regardless of whether it is used or not). The chapter concludes with a
discussion of the need for more complex synchronization control with conditions and a
brief tour of some classic high-level synchronization mechanisms found in computer sci-
ence literature on operating systems, programming languages, and parallel processing.
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Know Your Enemy!

Concurrency creates problems unlike those you encounter with single processes. You must
know how to counteract these problems in order to use threads successfully. There are
three problemsin particular to worry about:

Race conditions: Threads can try to update the same data structure at the same time.
The result can be partly what one thread wrote and partly what the other thread wrote.
This garbles the data structure, typically causing the next thread that triesto use it to
crash.

Deadlock: To avoid updating the same data structure at the same time, threads lock a
data structure until they have finished making their modifications to it. Other threads
are forced to wait to modify a data structure until it is unlocked. However, if threads
try to modify two data structures at the same time, they will also try to lock them both.
Thread A can lock data structure X, and thread B can lock data structure Y. Then, if A
triesto lock Y and B triesto lock X, both A and B will wait forever—B will wait for A
to unlock X and A will wait for B to unlock Y. This deadlock occurs easily, and you
must find waysto prevent it.

Sarvation: In its effects, starvation is similar to deadlock in that some threads do not
make progress. But the causes of starvation are different from those of deadlock: The
threads could, in theory, execute, but they just don’t get time on a processor, perhaps
because they don’'t have a high enough priority.

Other forms of nondeter minism: Race conditions are the most common form of non-

determinism encountered in practical multithreading problems; however, other forms
of nondeterminism also occur in practice. For example, two different executions of a

multithreaded program may run correctly, but produce output or traces that appear to
be different from one another (i.e., sometimes called different seriaizations). Thisisa
case that occurs in transaction systems.

Race Conditions

Egoist: A First Study in Race Conditions

To motivate the problem of race conditions, consider the example shown in Example 3-1,
which presents two classes, Egoi st and Qut Char . An egoist is an object that has a
name and contains areference to an Qut Char instance. When executed, ther un()
method (the body of the thread) will ssmply print the name of the egoist repeatedly (300
times) to the output stream.

The Qut Char classisawrapper class that is used to print characters one at atime and
limit the output to 50 characters per line. Theout () method is marked “synchronized,”
because the Qut Char instance will be shared by multiple threads.
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Example 3-1 presents aclass, Sched, that makes use of both Egoi st and Qut Char .
Three Egoi st instances (A, B, and C) are created inthemai n() method. A single
Qut Char instanceisalso created, which isreferenced by the three Egoi st instances.
Oncethe Egoi st has been instantiated, its priority level is set. (See “A Word on
Priorities” on page 46.)

This example shows the effect of thread scheduling on the outcome of a given program’s
execution. Recall that, in the introductory discussion about “knowing your enemy,” we
discussed how concurrent programming with threads introduces the possibility of “other
forms of nondeterminism.” In this case, the output can be in any order, because the

Qut Char object (variable Cin the code) only guarantees synchronized access to its state
when a single character is output. It is possible to serialize the accesses of the individual
Egoi st objectstothe single Qut Char object; however, that has not been donein this
code.

However, thereis a question, that arises as aresult of this example:
Why isn’t the output always the same?
The answer is not asimple one and raises several additional questions:

» Just exactly what does happen when the code sl eep(5) isexecuted? This code
is used in the thread class to put the currently running thread to sleep for 5 millisec-
onds. Isit possible that the thread “sleeps’ for more than 5 milliseconds? The answer
isyes and ultimately depends on the operating system being used. Time-sharing oper-
ating systems (UNIX and WindowsNT) make no guarantees about how long a thread
(or aprocess) will be away from the CPU once it yields to the CPU. The sleep call
results in the current thread blocking immediately, thus yielding to the CPU.

What role, if any, isplayed by theset Pri ori ty calls? Again, the answer
depends on the operating system. Thread scheduling priorities are a highly OS-depen-
dent phenomenon. Windows NT thread scheduling is limited to five priority levels (at
least in Version 4.0 and earlier releases). Some versions of UNIX don’'t support
threads, at al. Solaris and Linux, which both support the pt hr eads standard, sup-
port at least 255 priority levels. Most thread implementations do support the notion of
a highest-priority thread, which, if running, is allowed to run until it yields to the
CPU.

* Isthread scheduling preemptive? Thisisan important question. Most operating
systems that support threads do support preemptive thread scheduling.

» Istherekernel-level or user-level scheduling? It turns out that thisis an important
guestion to answer in ageneral sense. The answers most likely will not affect your
view of the outcome. However, if you run this code on amachine with multiple CPUs,
the outcome could be very different, because it is possible that more than one thread
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can be running on two different CPUs. Most Javaimplementations do not yet support
the notion of symmetric scheduling; but by the time you are reading this, it is more
than likely that Java implementations will exist that support parallel hardware well.

Example 3-1 Sched - The Driver for Egoi st to Demonstrate Scheduling

cl ass Sched extends Thread {
public void run(){
for(;;) {
try {
sl eep(5);

catch(l nterruptedException e) { }

}

public static void main(String[] s) {

Thread q; int i;

Qut Char C=new Qut Char ();

for (iI=A;i<="C;it+t) {
g=new Egoi st((char) i,0;
g.setPriority(Thread. NORM PRICR TY-1);
// try commenting the above out
g.start();

}

g=new Sched();
g.setPriority(Thread. MMX PR CRITY);
g. set Daenon(true);

g.start();

AWord on Priorities

Before continuing with the discussion of race conditions and presenting more examples, a
few words are warranted about Javathread priority levels. The Thr ead class providesthe
definitions of two constants: M N_PRI ORI TY and MAX_PRI ORI TY. If you check the
Java Devel opment Kit source code, the values of these constants are set to 1 and 10,
respectively. The choice of these particular numbersis somewhat curious, since the use of
thread priority levelsis somewhat common in actual programming practice.

In parallel agorithms (e.g., branch-and-bound problems or game trees, asin chess), there
may be situations in which hundreds of possible alternatives can be evaluated concur-
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rently. Some of the aternatives are likely to require further exploration, while others
clearly do not. Suppose you have the resources (i.e., dozens of processors) to evaluate
many alternatives. You would clearly want the ability to evaluate the alternatives that are
most likely to yield agood result. (In chess, your hope as a programmer is to choose alter-
natives that lead to victory.) Based on an evaluation function, you could assign a priority
valueto thethread that will explorethe alternativesfurther. Priorities allow the alternatives
to be scheduled dynamically, working from the best to the worst. As more alternatives are
discovered, it is possible that more threads will be created, again with dynamically
assigned priorities. As desirable alternatives are discovered, they will be scheduled ahead
of undesirable alternatives.

Now, let us return to the point: Thread priorities are useful! Since they are known to be
useful, it would be convenient if Java supported more than 10 priority levels, though there
does seem to be areason for the low number. As mentioned earlier, Windows NT supports
fivelevels. and pt hr eads (the UNIX threads standard) supports many. Thereisno clear
explanation provided in the Java specification; however, the choice of 10 seems particu-
larly close to Windows NT. Thisfact, in and of itself, might provide some insight as to
why there are so few, since Java has been designed for platform independence. Platform
independence sometimes comes at the cost of utilizing the full power of a particular plat-
form. Later in this book, we will return to the issue of thread priorities and examine how
one can support an arbitrary number of priority levelsfor certain kinds of tasks, similar to
Example 3-1.

What is a Race Condition?

The Egoi st example showed the results of arace condition in which the output
depended on the scheduling of the execution of the concurrent threads. A race condition
typically isaresult of nondeterministic ordering of a set of external events. In the case of
Egoi st , the events were the ticks of acomputer clock that caused rescheduling. The
ticks of a computer clock are used in most operating systems (like UNIX and Windows
NT) to support preemptive task scheduling. A time dlice (discussed earlier) is usually
computed as a function of so many clock ticks. In dealing with networking applications,
the external eventsinclude the speed and scheduling of both the remote computersyou are
linked to and queueing delays on the network.

In aconcurrent application, race conditions are not always a sign of problems. There may
be many legitimate execution orders (often referred to in the computing literature as
serializations or schedules) for the same program, all of which produce an equivalent and
correct result. Consider the concept of sorting an array or list of values, to be rearranged
such that the elements are in either ascending or descending order. One way to perform a
concurrent sort isto break up the array into small chunks, sort each chunk using awell-
known sequential algorithm (like selection sort), and then merge al of the small arrays, in
pairwise fashion, until there are no more mergesto be performed. There are many possible
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schedules for performing the merge, al of which will lead to the correct result (provided
the merging algorithm is correct). This conceptual example, which actually appearsas a
programming example later in the book, leads to an important observation about
concurrent programming in general: Proving the correctness of a concurrent program is
harder than doing so for one that is not concurrent, or sequential. For a concurrent
program to be correct, all serializations of the program must yield a correct result. The
notion of acorrect result is something we will be addressing throughout this book. Clearly,
if any serialization leads to the values of the array not being sorted for some reason, the
program is not correct. Another example of an incorrect result isif the program does not
terminate. This could occur in the presence of deadlock, the subject of alater chapter.

The most dangerous race conditions, however, involve access to shared data structures. If
two threads are updating the same data structure at the same time, the changes may be
made partially by one thread and partially by the other. The contents of the data structure
can then become garbled, which will confuse threads that accessiit later, thereby causing
them to crash. Thetrick isto force the threads to access the data structure one at atime, so-
called mutual exclusion, so that each thread can complete its update and leave the
structure in a consistent state for the next thread.

To do this, threads must be able to lock the data structure while it is being accessed and
then unlock it when they are finished. Code that updates a shared data structureis called a
critical section.

Consider again the Egoi st example. This code showed an example of a harmless race
condition. Each Egoi st instance outputs a single character (its name) to the output
stream atotal of 300 times. One expects to seethe letters“A,” “B,” and “C” each appear
300 times. If, for some reason, each of the |etters did not appear 300 times, it could be
concluded that there is, indeed, a bug in the code. The way the sample code has been
written, thereis no implicit or explicit design that will make the output appear in any
particular order (or be grouped in any particular way). The only thing that is assured is that
each Egoi st 's name appears 300 times and that no fewer (or greater) than 50 characters
per lineis output.

Race0 Class

L et usnow consider an examplein which race conditions can cause something unexpected
to occur. Example 3-2 demonstates an example of two threads that are created to both be
able to access a common data structure. The data structure to be shared between the two
threadsis aptly named Shar ed0, shown in Example 3-3. As the name indicates, an
instance of this class will be somehow shared. Shar edO consists of two instance
variables, x and y, both of type integer, and two methods:
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Example 3-2 A Simple Example of Race Conditions (RaceO. j ava)

cl ass Race0 extends Thread {
static SharedO s;
static volatile bool ean done=f al se;

public static void main(String[]x) {
Thread | o=new Race0();
s=new Shar ed0() ;
try {
lo.start();
while (!done) {
s. bunp();
sl eep(30);
}
lo.join();
} catch (InterruptedException e)
{ return; }

}
public void run() {
int i;
try {
for (i=0;i<1000;i++) {
if (i 9%0==0)

Systemout. printin();
Systemout.print(“. X' .charAt(s.dif()));
sl eep(20);

}
Systemout. println();
done=t r ue;

} catch (InterruptedException e)
{ return; }

e bunp() : When called, this method increments the value of x, puts the currently run-
ning thread to sleep for awhile, and then increments the value of y. The outcome of
thebunp() method isthat both variables are incremented by one.

e dif():When cadled, thismethod returnsthe difference between the current values of
xandy.

The class responsible for accessing the instance of Shar ed0 isRace0. Race0 hasno
instance variables but does declare two static variables. Static variables are variables that
are shared (and visible) among all instances of the class Race0, aswell asthemai n()

GO
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Example 3-3 A ClassThat will be Used to Create a Shared Data Objects.

cl ass Shared0 {
protected int x=0, y=0;

public int dif() {

return x-y;
}
public void bunmp() throws |nterruptedException {
X++;
Thr ead. sl eep(9);
y++,

method defined in RaceO0. (That is, an instance is not even required to access the variable
s, asthenmi n() method illustrates.) There are two methods here:

mai n( ) : The method is the main thread of execution. It creates the shared object,
starts a second thread, and immediately enters aloop that executes until avariable
done isset true (by the other thread). Inside the loop, the bunp() method is repeat-
edly called on by the shared object s, and then the thread goes to sleep for awhile.
Once theloop isdone, thej oi n() method is called on the other thread to await its
completion. j oi n() isavery convenient way to wait for athread to finish its execu-
tion, but it must be used with care. We give more details on this | ater.

run() : theroutinethat is called when athread is schedul ed for execution. Recall that
themai n() method called| 0. st art () to start the other thread. The other thread
isan instance of Race0. Thus, Race0 must have arun method to ensure that some
task is actually performed. This method enters aloop that, similar to the Egoi st pro-
gram, executes a certain number of times and formats the output such that only 60
characters per line are written. Thedi f () method is called to determine the differ-
ence between x and y, as explained earlier, and prints “.” or “X.” Then this thread
dleepsfor awhile. When the loop isfinished, the done variable is set so that the main
thread can terminate itswhi | e loop.

The box titled “A First Run of Race0” illustrates the race condition clearly. Sometimes
the differenceis 0 and other times 1. The differenceis never avalue other than O or 1. Why
isthis the case?
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A First Run of RaceO

java Race0
..... XXX oo XXX oo X XXX XX X
........ XXXXXX i b XXXXX XX
XXX X oo XXXXXX oo XXX X oo,
....... XXX b XXX XX X XXX XX
......... XXXXX oo ) XXX XX e X
XXXXX o XXX XX o XXX X
X XXXX X i XX X XX
................ XXXXX oo b XXX X X
XXX X oo XXXXXX oo X X X X
XX XXXXX oo XXX X oo X
XXXXX oo XXXXX oo XXX X
........ XXXXXX X XXXXXX i XXX X
.................... XXXX oo b XXX XX X
XXX X oo XXXXXX oo XXXXXX ..
........... XXXXX oo b XXX XX X
XXXXX oo, XXXXXX oo XXX XXX

» A key to understanding concurrency isto fully understand what would happen if all
traces of concurrency were removed. For example, what would happen if we called
bunp() anddi f (), guaranteeing in the process that the two could never execute at
the same time? The difference between x and y would always be 0. The fact that it is
sometimes 1 impliesthat di f () must somehow be able to execute in the middle of
the execution of the bunp() method.

 Thebunp() method alwaysincrementsx andy. The value of y can never be differ-
ent from that of x by more than 1.

e Thedi f () method never updates x or y. bunp() isthe only method that does so.

e Furthermore, in this example, only one call of bunp() or di f () isactiveat any
given time; however, due to multithreading, both bunp() and di f () may some-
times be running simultaneously.

The bottom lineis that in order to fully understand a concurrent program, even one as sim-
ple as this, you must consider the serial behavior and understand exactly what could be
happening. In the preceding code, it is possible for the value of x or y to be read by the
thread calling di f () inthe middle of thebunp() call. Thisiswhy the differenceis
sometimes 1 and at other times 0.

CQ
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The box titled “A Second Run of Race0” shows a second run of the Race0 code. This
example demonstrates that attempting to predict the pattern is somewhat of an exercisein
futility.

A Second Run of Race0

java Race0

..... XXX oo o XXX XXX XXX X e XX
XXX X oo XXX X oo XXX
..... XXXXXX oo XXX X XXX X
XX XXX X oo XXX X oo
XXX X XX XXXXXX oo X X
XXX X oo XXXXXX oo XXX XX
X XXXXXXX oo XXX XXX
............. XXXXXX oo b XXX XX
..... XXXXXXX oo b b XXX X X e X
XXXXX oo XXXXXX oo X X X X
.............. XXXXXX b XXX XX X
........ XXXXXX b b XXXXX X
XXX X XX XXXXXX oo X X X X
X XXXXXX oo, XXX XXX
..... XXXXXX oo b XXX XX i XXX X
.............. XXXXXX oo XXX X X

A cursory look at the output might lead you to think that the results of the two runs are the
same. The output patterns are similar but not the same. Thisis clearly an artifact of sched-
uling. The long stretches of dots (“.”) indicate that often, scheduling strictly alternates
between the thread causing the bump and the thread computing the difference. At other
times there is a pattern of strict alternation between equal and unequal valuesof x andy.
To fully understand the patterns, you would need to consider how the operating system
schedules threads and how the sleep time is computed. The fact that there are patternsis
not entirely coincidental, but is not predictable either.

Critical Sectionsand Object Locking

What we have shown in Example 3-2 and 3-3 demonstrates a concept known as a critical
section. A critical section isasection of code that accesses a common data structure.
Shar ed0 was the class used to create an object that is shared between the two running
threads. Because Java is object oriented, the data structures are usually encapsulated in
individual objects. It is not always a requirement that an object be used. Scalar values
(eg., int,float,andchar variables) may aso be used without being “wrapped” by
using aclass.
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The term “critical section” hasits origins in the operating systems community. As
mentioned in Chapter 1, problems of concurrency go all the way back to programming
with multiple processes. (UNIX, an operating system with a design that goes back to the
late 1960s and early 1970s, has provided full support for concurrent programming from its
inception.) In many respects, theterm “section” isabit of amisnomer. Asis often the case
in actual practice, multiple “sections,” or blocks, of code access common variables or
shared data structures. As you are reading, bear in mind that a critical section will usualy
be guarded by a common synchronization mechanism.

Java handles critical sections by allowing threadsto lock individual objects. In Java, every
object has alock which can be accessed by any piece of code that merely holds areference
to an object. To lock an object, Java has synchronized statements and declarations, which
are easily spotted in code with the keyword synchr oni zed. If you use the synchronized
statement, the object islocked for the duration of your execution of the statement.

It is very common to use synchronization (in particular the Java programming library
itself) in method declarations. Methods that are declared to be synchronized will result in
the entire object being locked for the duration of the call. There are some subtleties to
understanding what “the duration of acall” means, primarily due to exceptions. An
exception may cause transfer of control to leave afunction in much the same way as an
explicit return statement or reaching the end of avoi d method call does. All forms of
exiting a procedure call result in proper release of the lock, which is very convenient for
programmers. In other languages, such as C and C++, which require the use of an external
threads library that is not part of the language proper, agreat deal of care was once
required to ensure that alock was explicitly released prior to leaving the function.

Racel Class—Fixing Race0 with Synchronization

Example 3-4 shows areworked version of class Race0, which has been renamed Racel.
Aside from making use of class Shar ed1, Racel remains fundamentally unchanged
from Race0. The major changes have taken place in class Shar ed1, which isthe
reworked version of the class Shar ed0, found in Example 3-5. The key difference
between Race0 and Racel isthat the methodsbunp() anddi f () arenow
synchronized methods. This means that the shared object is now locked whenever
bunp() ordi f () isexecuted. Again, this meansthat bunp() anddi f () will not be
ableto “use” the shared object simultaneously, since they are each declared synchronized.
If either thebunp() or di f () method is called while the other is executing, the called
method cannot proceed until the other one has completed its work.

Note that both bunp(') and di f () must be declared synchronized. If a method or
statement is not declared synchronized, it won't even look at the lock before using the
object. Note also that there is no convenient shorthand to indicate that all of the methodsin
aclass are to be synchronized (i.e., there is no such thing as a synchronized “class”).
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Example 3-4 Eliminating Race Condition in Race0 (Racel. j ava)

cl ass Racel extends Thread {
static Sharedl s;
static volatile bool ean done=fal se;

public static void main(String[] args) {
Thread | o=new Racel();
s=new Shar ed1();
try {
lo.start();
whil e (!done) {
s. bunp();
sl eep(30);
}
lo.join();
} catch (InterruptedException e) {return;}

}

public void run() {
int i;
try {
for (i=0;i<1000;i++) {
if (i9%0==0) Systemout.println();
Systemout.print(".X"'.charAt(s.dif()));
sl eep(20);
}
Systemout. println();
done=t r ue;
} catch (InterruptedException e) {return;}

Example 3-5 Eliminating Race Condition in Sharedl1 (Racel.java)

class Sharedl {

protected int x=0,y=0;

public synchronized int dif() {
return x-y;

}

publ i ¢ synchroni zed void bunp() throws
I nt errupt edExcepti on {

X++;
Thr ead. sl eep(9);
y++;
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The box entitled “ Third Run of Race0” shows the output that appears when executing
this example. Note that the difference between x andy isawaysOwhendi f () is
called.

Third Run of Race0
java Race0

Conditions

Motivating the Need for Conditions

Synchronization is useful for ensuring that shared data structures are mutually exclusive,
asillustrated in the earlier examples; however, at times, synchronization can be unwieldy
in applications in which the shared data is not something as simple as two integers being
incremented.

Examples of such a need abound with the most common example being a producer—con-
sumer problem. Consider such an example. A file of size N bytesisto be copied. The
copying isto take place K bytes at atime. (K will usually be some power of two, because
the underlying block sizein afile system is usualy something like 1,024, 2,048, or 4,096
bytes—and getting larger with all of the huge disk drives flooding the marketplace.)
Example 3-6 shows a single-threaded implementation of how this algorithm would be
implemented.

Copying afileis agood application for multithreading. One thread—the producer—reads
bytes from afile (K at atime) and then writes the blocks to a shared data structure (an
array or simple queue will do). The other thread—the consumer—waits for a block to



C
=
Q High-Performance Java Platform Computin
.W, g mputing

Example 3-6 Fi | eCopyO0: A Single-Threaded File Copying Program

inport java.util.*;
inport java.io.?*;

public class FileCopyO {
public static final int BLOK Sl ZE = 4096;

public static void copy(String src, String dst)
throws | CException {
Fi | eReader fr new Fi | eReader (src);
FileWiter fw= new FileWiter(dst);
char[] buffer new char [ BLOCK S| ZE] ;
i nt byt esRead;

while (true) {

bytesRead = fr.read(buffer);

Systemout. println(bytesRead + " bytes read");

if (bytesRead < 0)

br eak;

fwwite(buffer, 0, bytesRead);

Systemout. println(bytesRead + " bytes witten");
}
fw close();
fr.close();

}

public static void main(String args[]) {
String srcFile = args[0];
String dstFile = args[1];
try {
copy(srcFile, dstFile);
} catch(Exception e) {
Systemout. println("Copy failed. ");

}

appear in the shared data structure, then writes bytes to the destination (copy) file. The
producer and consumer are to be concurrently started as threads.

Thistype of application isdifficult to write by simply relying on the basic synchronization
features (locking) found in Java. Recall that both the producer and consumer are started as
threads. This means that either thread has a chance of being scheduled first (in general),

which resultsin arace to access the shared data structure. From the onset, there is the pos-
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sibility that the consumer getsthere first. The consumer locks the shared data structure and
tests whether there is a block to be written. If thereis, the block is removed from the
shared data structure and appended to the destination file. If thereis no block to be written,
the data structureis left alone. In either case, the shared data structure is unlocked, giving
the producer a chance to write ablock. The producer must go through the similar lock and
unlock maneuver. When the producer acquiresthe lock, it can write ablock into the shared
data structure, assuming that there is room to write the block. (There will be room if the
data structure is dynamic as opposed to fixed.) Assuming that the producer was able to
write the block, the consumer will eventually be able to read a block from the shared data
structure.

This example shows the unwieldy nature of working exclusively with synchronization.
Synchronization itself allows you to protect shared data, but does very little for elegantly
passing control between the producer and consumer. Thisis because the consumer needs
to be able to test whether ablock has, in fact, been written. Instead of going through the
endless cycle of acquiring the lock, testing the condition, and then releasing the lock, it
would be niceif the consumer could temporarily give up the lock and wait until (hope-
fully) another thread runs and causes the state of the shared data structure to changein a
favorable way to the consumer.

Key Object Methods Needed to Work with Conditionsin Java

Javaprovides built-in support awaiting this“changein state” viathe notion of acondition. A
condition isabit of amisnomer, however, becauseit is entirely up to the user whether or not
acondition actualy occurred. Furthermore, acondition need not be specifically true or false.

To use conditions, one must become familiar with three key methods of the Cbj ect class:

e wait():Thismethod isused to await a condition. It is called when alock is pres-
ently being held for a particular (shared) object.

 notify(): Thismethod isused to notify asingle thread that a condition has (possi-
bly) changed. Again, this method is called when alock is presently being held for a
particular object. Only asingle thread can be awvakened as aresult of thiscall.

« notifyAll ():Thismethodisused to notify multiple threads that a condition has
(possibly) changed. All threads that are running at the time this method is called will
be notified.

notify() andnotifyAll () are memorylessoperations. If no threads are wait-
ing, then none are awakened. Java does not remember anoti fy() and therefore
cannot use it to awaken athread that waits later.

G



@

High-Performance Java Platform Computing

These three methods are available to any class, since al classes, in one way or another, are
derived from the standard Java Obj ect class.

Although athread may be waiting for a particular condition to become true, thereis no
way to specify the conditioninthewai t () orinthenoti f y() . Evenif there were only
one condition athread could wait for in a particular object, it is not guaranteed that the
condition will be true when the thread starts executing again: After it has been notified, a
thread still may not start executing immediately. Another thread may lock the object and
make the condition false before the notified thread can run.

Thisissometimes called the “fal se wakeup problem.” It can beapotentially confusing

problem on an SMP system, since on these systems, thereisareal possibility that two

or more threads are awakened simultaneously.

On acondition variable, the proper way to wait isto wait inside aloop. Thisisdone asfollows:
while (!condition) wait();

At firgt, this technique appears to be awkward; however, it is the safest way to work with

threads. Most of the time, the loop only executes for one iteration. When the loop is exited, it

iswithout doubt that the condition being tested is true.

Also, wai t () canbeterminated by ani nt er r upt from another thread, so you will
have to put the commandin at r y statement.

File Copying: A Producer—Consumer Example

Until now, we have considered only many small examples of important conceptual value,
but somewhat limited practical value. Here, we consider a more practical example of how
threads, synchronization mechanisms, and conditions all come together in order to support
apractical need: file copying.

While this example has been structured to be useful for areference textbook, it demon-
strates a number of useful building blocks that could be adapted for more sophisticated
applications. In the approach to file copying presented here, concurrency is used with the
hope of improving file copying performance, especialy in an environment in which
resources may enable this possibility. (e.g., multiprocessor systems, multiple I/O devices,
multiple 1/0 buses, etc.)

If you want to take advantage of concurrency, more often than not it pays to have multiple
processors; however, in the case of file copying, you may even benefit from concurrency

on asingle-processor architecture. Traditionally, file copying isdone either abyte at atime
(anaive implementation) or ablock at atime (somewhat more sophisticated). Copying one
byte at atime is not efficient, because block devices themselves communicate (via device
drivers) with the operating system one block at atime. (Common block sizes are 512 and
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1,024 bytes.) However, even when file copying is done ablock at atime, there are some
important aspects to consider:

* Readsaretypically faster than writes. This tends to be true of most devicesand is
more obviousin the case of floppy disks and recordable compact discs.

* Inboth reading and writing, the process of finding the block tends to cause azigzag
pattern of accesses.

In short, the reader and writer are usually not working at the same rate. When you
approach this problem serially, the process of aternating between reading a block and
writing ablock is simply not the way to go.

By reworking the problem as a concurrent problem (i.e., the reader and writer are both
allowed to read and write blocks at whatever rate they can), performance can significantly
be improved, thus addressing both aspects mentioned previously. It may not be obvious
how the issue of “seek time” can be tamed by moving to a concurrent design. Thiswill
become apparent when you see (in the discussion and code) that it is possible for the
reader to read (queue) several blocks from the source file before the writer is actually able
to write the blocks to the destination file.

Before we turn to the detail s of the various classes used to implement concurrent file copy-
ing, the following list presents an overview of the classes and how they collaborate to
implement the solution to the file-copying problem (we address each of these classesin
detail later):

» Buffer:Thisclassisan example of awrapper class. Wrapper classes are often used
in Javato make it easier to put data that belong together in acontainer. A Buf f er is
used to store ablock of datathat has been read from the sourcefile and isto be written
to the destination file.

* Pool : Thisclass shows a useful pattern for minimizing the overhead associated with
“garbage collection.” A Pool issimply afixed collection of Buf f er instances.
These instances are borrowed from the Pool and returned as needed. This class actu-
aly makes use of conditions.

e BufferQeue: Thisclassisused to maintain, infirst-in-first-out (FIFO) order, alist
of Buf f er instances waiting to be written to the destination file. Unlike the Pool ,
any number of instances can appear on the Buf f er Queue. Conditions are also used
by Buf f er Queue to provide flow control between the reader and the writer.

* Fil eCopyReader 1: Aninstance of thisclass (whichisasubclassof Thr ead) will
read blocks from afile one at atime and write them to a Buf f er Queue that is
shared with an instance of Fi | eCopyW i t er 1. A Pool isalso shared between an
instance of this classand aninstance of Fi | eCopyW i ter 1.
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« Fil eCopyWi terl:Aninstanceof thisclass(whichisasubclassof Thr ead) will
read blocks from aBuf f er Queue instance and write them to the destination file. It
isthis classthat is actually responsible for doing the final copying.

* Fil eCopyl: Thisisthemain classthat drivesthe entire application. This classis not
used to create instances; it simply containsamai n() method that processes the
parameters and properties (we will talk about this shortly) and then creates the worker
threads to copy a source file to a destination file.

Thisisintended to be an executive summary to help you understand at a high level how
the codeis actually assembled. We will now explore each of the classesin detail.

Example 3-7 shows the code for the Fi | eCopy1 class. This class contains the nai n()
method and is used to drive the entire process of performing the file copy. Two command-
line arguments are expected: the source and destination file names. Optionally, an “rc” file
can be specified with alist of property bindings:

* buffers: These are the number of fixed buffersto be allocated a priori for file
copying.

» bufferSize: Thisrepresents the number of characters (char ) to be allocated per
buffer.

Properties

Properti es isaJavaclass that supports an environment mechanism (similar to environment
variables) in a platform-independent manner.

Properti es can be read from any stream (not just files). A property is defined as follows:
nanme=val ue

One property may be defined per line of input, separated by new lines. Thereisno limit on how
many times a name can be used on the left-hand side.

Thereismoreto the Properti es class. It can inherit a set of default properties, so you never
really have to hard code anything.

Once the command line arguments and properties have been processed, the real work
begins. An instance of Pool (pool ) iscreated, using the values buf f er s and buf f -
er Si ze todotheallocation. Aninstance of Buf f er Queue (copyBuf f er s) iscreated
to hold blocks that are to be copied to the destination file. Classes Pool and Buf f er -
Queue appear at first to be redundant; however, we emphasize they both have an impor-
tant role in the design and are intentionally different to separate the concerns.
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TheFi | eCopyReader 1 andFi | eCopyW i t er 1 classes are then instantiated (as
src and dst , respectively) to perform the actual file copying. Note that pool and
copyBuf f er s are shared object references being contained by both sr ¢ and dst
objects. Both objects are then started as threads; the nai n() thread simply awaits the
completion of these two threads by performing aj oi n() operation.

Example 3-7 Fi | eCopy1: Multithreaded Version of Fi | eCopy0

cQ

inport java.io.?*;
inport java.util.*;

public class FileCopyl {
public static int getlntProp(Properties p, String key

}

int defaul tVal ue) {
try {
return Integer. parselnt(p.getProperty(key));
} catch(Exception e) {
return defaul t Val ue;

}

public static void main(String args[]) {

String srcFile
String dstFile

args[0];
args[1];

Properties p = new Properties();
try {

FilelnputStreampropFile =

new Fil el nput Strean("Fi | eCopyl.rc");

p. | oad(propFile);

} catch(Exception e) {
Systemerr.printin("F leCopyl: Can't |oad Properties");

}
int buffers = getlntProp(p, "buffers", 20);
int bufferSize = getlntProp(p, "bufferSize", 4096);

Systemout.println("source =" + args[0]);
Systemout.println("destination =" + args[1]);
Systemout.println("buffers =" + buffers);
Systemout.println("bufferSize =" + bufferSize);

Pool pool = new Pool (buffers, bufferSize);
Buf f er Queue copyBuffers = new Buf f er Queue();

/* code continues on next page */
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Example 3-7 Fi | eCopy1: Multithreaded Version of Fi | eCopy0 (Continued)

/* continuation of main() nethod on previous page */

Fi | eCopyReader1 src;

try {
src = new Fi | eCopyReader 1(srcFile, pool, copyBuffers);

} catch(Exception e) {

Systemerr. println("Cannot open " + srcFile);
return;

}

Fi |l eCopyWiterl dst;

try {

dst = new Fi |l eCopyWiterl(dstFile, pool, copyBuffers);
} catch(Exception e) {
Systemerr.printl n("Cannot open " + dstFile);
return;
}
src.start();
dst.start();

try {
src.join();
} catch(Exception e) {}
try {
dst.join();
} catch(Exception e) {}

Example 3-8 showsthe Pool class. Thisclassis used as a storage manager and represents
a useful techique for minimizing interactions with the garbage collector in Java program-
ming. The Pool class employsthe Buf f er class (shown in Example 3-9), whichissim-
ply awrapper class used both to maintain areferenceto achar array (char[]) andto
keep track of the number of characters actually being used in the array. To understand why
the Buf f er classexists, recall that the copying is performed by using fixed-size blocksto
do the reads and writes. More often than not, copying the very last block resultsin only a
fraction of the actual character array being used. The Buf f er class existsto elegantly
handle this condition, as well as the end-of-file (EOF) condition. When EOF occurs, a
Buffer of length zero is used to indicate the end-of-file boundary condition.
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Example 3-8 Pool : A Shared Pool of Buffer Structures

inport java.util.*;
inport java.io.?*;

public class Pool {

Vector freeBufferList = new Vector();
Qut put St ream debug = System out;
int buffers, bufferS ze;

public Pool (int buffers, int bufferSize) {
this.buffers = buffers;
this.bufferSize = bufferSi ze;
freeBuf f er Li st. ensureCapaci ty(buffers);
for (int i=0; i < buffers; i++)
freeBuf f er Li st. addEl enent (new Buf fer (bufferS ze));
}

publ i c synchroni zed Buffer use()
throws | nterruptedException {
while (freeBufferList.size() == 0)
vait();
Buf fer nextBuffer =
(Buffer) freeBufferList.|astH ement();
freeBuf f er Li st. renmovelE enent (next Buffer);
return nextBuffer;

}

publ i ¢ synchroni zed void rel ease(Buffer ol dBuffer) {
if (freeBufferList.size() == 0)
notify();
if (freeBufferlList.contains(ol dBuffer))
return;
if (oldBuffer.getSi ze() < bufferSize)
ol dBuffer.setS ze(bufferSi ze);
freeBuf f er Li st. addH enent (ol dBuf fer);

The Pool class supports two key methods:

use: This method is used to obtain areference to the next available buffer. The
method is always called by the reader thread (i.e., Fi | eCopyReader 1).
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» rel ease: Thismethod is used to return an existing Buf f er object to the Pool .
This method is always called by the writer thread, after the contents of a given buffer
have been written to the destination. No check is performed to determine whether the
object originally came from the Pool (i.e., an honor system is assumed here); how-
ever, acheck is performed to ensure that the object has a correct block size for the
Pool . Thisrequiresthat every Buf f er object satisfies the invariant on buf f er -

Si ze.

Example 3-9 Buffer

public class Buffer {
private char[] buffer;
private int size;

public Buffer(int bufferSize) {
buf f er = new char[bufferS ze];
size = bufferSi ze;

}

public char[] getBuffer() {
return buffer;

}

public void setSize(int newS ze) {
if (newS ze > size) {
char[] newBuffer = new char[newS ze];
System arraycopy(buffer, 0, newBuffer, 0, size);
buf f er = newBuffer;
}
si ze = newsS ze;

}

public int getSize() {
return size;

}

The Buf f er Queue class (shown in Example 3-10) isused to maintain alist of Buf f er
objectsin FIFO order. Since the Vect or class of Java aready supports FIFO functional-
ity, the Buf f er Queue class can be construed as a wrapper class, however, it isalso the
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Example 3-10 BufferQueue

inport java.util.*;
inport java.io.?*;

cl ass Buf f er Queue {
public Vector buffers = new Vector();

publ i ¢ synchroni zed voi d enqueueBuf fer(Buffer b) {
if (buffers.size() == 0)
notify();
buf f er s. addE enent (b) ;

}

publ i ¢ synchroni zed Buffer dequeueBuffer()
throws | nterruptedException {
while (buffers.size() == 0)
vai t();
Buffer firstBuffer = (Buffer) buffers. el enent At (0);
buf f ers. renoveHl enent At (0) ;
return firstBuffer;

key class responsible for providing flow control between the reader and the writer. It is
also the place where condition variables are used. There are two key methods:

voi d enqueueBuf f er (Buf f er b): Thismethod putsb ontheFIFO. If thereis
athread waiting for a buffer to appear (because the FIFO is empty), this method noti-
fies the thread.

Buf f er dequeueBuf f er () : If the FIFO is empty, this method waits for the
FIFO to become nonempty and removes the first buffer from the FIFO.

TheFi | eCopyReader 1 andFi | eCopyW it er 1 classes (shown in Example 3-11
and Example 3-12, respectively, hereafter the “reader” and the “writer”) represent the rest
of the story; the file copying is actually done by this pair of classes. Both of these classes
work similarly. We will focus the remaining discussion on understanding ther un()
methods of both classes. The constructor code should be self-explanatory.

CQ
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Example 3-11 FileCopyReader1

inport java.io.?*;
inport java.util.*;

cl ass Fil eCopyReader1 extends Thread {
private Pool pool;
private BufferQeue copyBuffers;
private String fil enare;
Fi | eReader fr;

public FileCopyReader1(String fil ename, Pool pool,

}

Buf f er Queue copyBuffers) throws | CException {

this.filenane = fil enare;
this.pool = pool;

this. copyBuf fers = copyBuffers;
fr = new Fil eReader (fil enane);

public void run() {

Buf fer buffer;
int bytesRead = 0;
do {
try {
buf fer = pool . use();
bytesRead = fr.read(buffer.getBuffer());
} catch(Exception e) {
buf fer = new Buffer(0);
byt esRead = 0;
}
if (bytesRead < 0) {
buf fer. set Si ze(0);
} else {
buf f er. set Si ze( byt esRead) ;
}
copyBuf f er s. enqueueBuf f er (buffer);
} while (bytesRead > 0);
try { fr.close(); }
catch(Exception e) { return; }
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Example 3-12 FileCopyWriter1

inport java.io.?*;
inport java.util.*;

class Fil eCopyWiterl extends Thread {
private Pool pool;
private BufferQeue copyBuffers;
private String fil enare;
FileWiter fw

public FileCopyWiter1l(String fil ename, Pool pool,
Buf f er Queue copyBuffers) throws | CException {
this.filename = fil enane;
this.pool = pool;
this.copyBuf fers = copyBuffers;
fw= new FileWiter(fil enane);

}

public void run() {
Buf fer buffer;
while (true) {
try {
buf f er = copyBuffers. dequeueBuffer();
} catch(Exception e) { return; }
if (buffer.getSize() > 0) {
try {
char[] buffer = buffer.getBuffer();
int size = buffer.getSize();
fwwite(buffer, 0, size);
} catch(Exception e) {
br eak;
}
pool . rel ease(buffer);
} el se break;
}
try { fwclose(); }
cat ch(Exception e) { return; }

CQ
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Ther un() method of the reader works as follows:
* ItobtainsaBuf f er instance, buf f er , from the Pool of Buf f er s.

e ltreadsuptobuffer.getBuffer().I|ength bytesfromthe sourcefile
(stream). Note that get Buf f er () isreturning areference to the contained array
(char[]) object and that ther ead() call workswith arrays. (In Java, unlike C, this
operation can be performed safely, since the length of an array is always known and
cannot be violated.)

» If, for any reason, an exception occurs [1/0O ismost likely at the point of ther ead()
cal], run() createsabuffer of size 0.

e If EOF occurs (which is not an exception in Java), setsthe size of buf f er to zero.
Thiswill allow the writer to know that EOF has been encountered and terminated
gracefully.

* Otherwise, run() setsthesize of buf f er to byt esRead, the number of bytes
actually read. This number is always guaranteed to be lessthan buf f er . get -
Size().

* Itenqueuesbuf f er onto copyBuf f ers.
Ther un() method of the writer isvery similar to the reader code and works as follows:

* Itdequeuesabuf f er from copyBuf f er s. Thisisthe next block of datato be cop-
ied.
 Ifbuffer.getSize() >0, wehavenot yet reached the end of file. r un() then

writes the block to thefile. If end of file has been reached, the program exits the
thread.

e ltreturnsbuf f er topool . Thisisvery important to do, as the reader could be wait-
ing for the pool to be nonempty.

Locks—-Binary Semaphores: An Example of Using Conditions

Other multithreading systems do not have implicit locks built into the syntax, but instead
require you to create and call methods of explicit lock objects. A lock object isalso called
amutex or abinary semaphore. A given lock may only be in one of two states: locked or
unlocked. Initialy, alock isnormally in the unlocked state. Example 3-13 presents the
code for an explicit lock object, written in pure Java.

The following relatively intuitive operations are defined on locks:

* | ock()—Thisoperation locks the lock. Thelock isfirst tested (atomically) to see
whether it islocked. If it islocked, the current thread must wait until it becomes
unlocked before proceeding.
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Example 3-13 Lock: A Classto Support Binary Semaphores

/1l Lock.java - a class to sinulate binary semaphores

class Lock {
prot ect ed bool ean | ocked;

public Lock() {
| ocked=f al se;

publ i ¢ synchroni zed voi d | ock()
throws | nterruptedException {
whil e (locked) wait();
| ocked=tr ue;

publ i ¢ synchroni zed void unl ock() {
| ocked=f al se;
notify();

e unl ock() —This operation unlocks the lock. If the lock is currently in the locked
state, unl ock notifies any thread that may be waiting and the state of the lock isthen
set to unlocked.

Example 3-13 shows the code for a Javaimplementation of the concept of alock, which
makes use of conditions.

Notice that the code follows almost exactly from the above definitions. The state of the
lock is represented by a boolean variable. Thisvariableis set true if the lock is presently
locked and false otherwise. The constructor for class Lock initializeslocked to false. It is
perfectly acceptable to have a constructor that initializes locked to true; however, thisis
not commonly practiced in real-world applications. (For another kind of lock, called a
semaphore—which maintains a count—such an initialization is meaningful. We will dis-
cuss this possibility a bit later.)

Thel ock() method checks to see whether the state of the lock is currently locked.
Noticethat, as described earlier, awhi | e loop is used to test this condition. This loop will
not terminate unless the state of the lock becomes unlocked. The unlock method explicitly

CQ
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sets the state of the lock to false (without checking its current state) and subsequently noti-
fies any waiting thread that the condition has changed.

Typicaly, athread that performsthe lock operation is going to perform amatching unlock
operation (on the same lock) after executing its critical section; however, it is not an abso-
lute requirement that alock be used in this manner. (In fact, to impose this restriction
would complicate the lock implementation considerably!) Therefore, it is possible that a
group of threads could al have references to acommon lock and useit in arather undisci-
plined way. For instance, one thread could just perform an unlock while another thread
“thought” it held the lock. Locks are intended to be used in a disciplined way (i.e., follow-
ing the prescribed steps). Java enforces lock discipline by not allowing the possibility of a
user ever locking an object without eventually unlocking it in a given block of code (short
of intentionally setting up an infinite loop).

Thet hrows | nterruptedExcepti on declaration deserves a brief

explanation. Because thel ock() method callswai t () , it can result in an

I nt errupt edExcepti on. It simply lets that exception pass through to its caler, so
I nt errupt edExcept i on must be declared inthet hr ows clause. Thisisavery
common programming practice in Java. When working with exceptions in Java, you
must either handle the exception right away or pass the exception to an outer context.

Becausethe Lock class defined hereisintended to be useful to thosein need of an explicit
lock similar to those found in other threads packages (usually used by C and C++ pro-
grammers), the latter approach has been taken. Users will expect the behavior of | ock ()
to be similar to that of wai t () , since both have the potential of blocking and being sub-
sequently interrupted.

Locks: Where else can you find them?

Locks are found in both the pt hr eads and W n32 threads libraries. In pt hr eads, you find
pt hr eads_nut ex_t , which isthe type used to declare alock variable.

A number of methods exist to actually manipulate this variable:

pt hr ead_nut ex_i ni t () —This method is used to initialize the nut ex with a set of
attributes. These attributes can be specified using avariable of typept hread_nmutexattr _t.

pt hr ead_nut ex_| ock() —This method is used to perform the | ock operation on the
mutex.

pt hr ead_nut ex_unl ock() —This method is used to perform the unl ock operation.
The W n32 library works similarly:

HANDLE—This method is used to refer to the lock.

HANDLE O eat eMut ex() —Thismethod is used to create amut ex and return a HANDLE.

Wi t For Si ngl e(hj ect () —This method is used to perform the | ock operation on the
mut ex.

Rel easeMut ex—This method is used to perform the unl ock operation on the mut ex.
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Race2: Reworked Racel Using Locks

Example 3-14 shows the code used to eliminate the race condition found in Shar edO.
The code employsthe Lock class we just developed.As before, with the exampl es of
Racel and Shar ed1, significant changes are required only for the Shar ed class—the
class that represents the shared data to be protected with synchronization. A member
variable, mut ex, refersto an instance of the lock used to protect the other variables x and
y whenever di f () andbunp() arecaled.

Note that, in this example, di f () and bunp() are not synchronized, because the
synchronization will be done entirely inrmut ex | ock() andunl ock() calls. These
calls are both themselves declared to be synchronized. They are now also declared to
throw an | nt er r upt edExcept i on, sincethey both call | ock() on nut ex, which
can throw the exception, and then they simply passit back to their caller.

An interesting difference between the implementation of di f () in class Shar ed2 and
di f () inShar edO or Shar edl isthatdi f () inShar ed2 needsto declarea
temporary variable, compute the difference, and then return the temporary variable. This
might appear awkward, but it is easily understood by considering that the synchronized
version of di f () (aspresented in Shar ed1) does not need to worry about locking and
unlocking because both are done implicitly. Thus, whenther et urn x-y; commandis
encountered in a synchronized block, the return statement causes the object’s lock to be

Example 3-14 Shar ed2: Eliminating Race Conditions Using L ock Class

cl ass Shar ed2{

protected int x=0,y=0;

protected Lock mut ex=new Lock();

public int dif() throws |nterruptedException {
int tnp;
mut ex. | ock();
tnp=x-y;
mut ex. unl ock();
return tnp;

public void bunmp() throws |nterruptedException {
mut ex. | ock();
X++;
Thr ead. sl eep(9);
y++;
mut ex. unl ock();

CQ
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released. The sameis not true of thedi f () method provided in Shar ed2, because the
method is not declared synchronized. Thus, thereis no applicable lock for the Shar ed2
instance itself.

It is possible to simulate what is normally done in Java by making use of thet ry
statement. This statement is usually used to execute one or more statements that may
result in an exception. Additionally, the statement can be used to guarantee that something
is done, regardless of the outcome of the statements, by using thef i nal | y clause.The
di f () code can be modified as shown in Example 3-15. It is probably best to put the
unlocking codeinf i nal | y clauses. That is what the Java compiler generates for
synchronized statements and methods.

In general, explicit locks (such asthe Lock class) should not be used as an aternative to
the Javasynchr oni zed keyword. The Lock class has been illustrated here because

many programmers who have worked with concurrency in other languages (such as C and
C++) will undoubtedly be familiar with it. The Lock classisalso an excellent (minimal)

Example 3-15 Reworking Shar ed2 to Guarantee Proper Release of the Explicit Lock.

cl ass Shar ed2{
protected i nt x=0, y=0;
protected Lock mutex=new Lock();
public int dif() throws InterruptedException {
mut ex. | ock();

try {
return x-y;
} finally {

nut ex. unl ock() ;

}

}
public void bunmp() throws InterruptedException {

mut ex. | ock();
try {
X++;
Thread. sl eep(9) ;
y++;
} finally {
nut ex. unl ock();
}
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example of how to use conditions. Should you ever forget how a condition in Java works,
feel free to revisit the Lock class as arefresher example.

Isthe Lock Class Useful ?

The answer to this question depends on your point of view. Java objects only provide you with
asingle lock. Thus, if you need multiple locks to protect variables separately, you would need
to have separate objects. Thisis fairly easy to do: Simply declare a variable of type (bj ect ,
and make sure that it really refersto an object:

(bj ect xLock = new (hject();
Then use a synchronized block to protect the critical section:

synchroni zed (xLock) {

}
Of course, the cost of creating an instance of classLock isthe sameand is perhapseasier to use.
It's up to you!

Classic Synchronization M echanisms

The Lock classillustrated how conditions can be useful to evolve afamiliar synchroniza-
tion mechanism using the intrinsic lock and condition mechanisms supported by every
Java object. The remainder of this chapter is dedicated to other high-level synchronization
mechanisms: counting semaphores, barriers, and simple futures. Counting semaphores are
addressed in numerous textbooks on operating systems and systems programming. Barri-
ers are discussed in textbooks on parallel processing and are used extensively in scientific
computation. Futures have their rootsin functional programming and have been discussed
in numerous textbooks on programming languages.

Counting Semaphore

A counting semaphoreis very similar to alock. Recall that alock is sometimes called a
binary semaphore. Thisis becauseit iseither in alocked (1) or an unlocked (0) state. In
the counting semaphore, an integer count is maintained. Usually, the semaphoreisinitial-
ized to a count N. There are two operations that are defined on the semaphore:

* up() : Thisoperation adds one to the count and then notifies any thread that may be
waiting for the count to become positive.

» down() : This operation waits for the count to become positive and then decrements
the count.

Example 3-16 shows the code for a counting semaphore.

The implementation of a counting semaphoreisvery similar to that of alock. The first
noticeable difference between the two is that the methods are named down() and up()
instead of | ock() andunl ock() . Thereason for this differenceis that semaphores are
usually defined in the former termsin typical operating systems textbooks. (The original
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Are Counting Semaphores Useful ?

Counting semaphores are very useful. They can be used to allow at most N resources to be
utilized at the same time. A resource can be anything you want it to be. Operating-systems
textbooks usually give examples of resources that are managed by an OS, such as disk drives,
tape drives, etc. Other examples of resources (in the context of this book) are open network
connections, worker pools, etc.
Sometimes, it is easy to overlook the obvious. The semaphore can easily be used to maintain a
safe atomic counter between agroup of threads. Of course, this could be construed as a case of
overkill, since atomic counters are supported by the Java standard using volatile variables. Any
variable marked volatile cannot be cached and therefore has awrite-through update policy, used
when any operation is performed on it. An example of the codeis

volatile int x = 0;

X++;

Example 3-16 Class Semaphor e: An Implementation of a Counting Semaphore

public class Sermaphore {
protected int count;

publ i ¢ Semaphore(int initCount)
throws Negati veSemaphor eExcepti on{
i f (initCount<0)
t hr ow new Negat i veSenaphor eExcepti on();
count =i ni t Count ;

}
publ i ¢ Sermaphore() { count=0; }

publ i ¢ synchroni zed voi d down()
throws | nterruptedException {
while (count==0) wait();

count - -;

}

publ i ¢ synchroni zed void up() {
count ++;
notify();

}

paper on the subject, written by Dijkstra, actually used P() and V() , thefirst letters of the
Dutch words for “signal” and “notify,” respectively.)

Thedown() method implementation resembles that of thel ock() method. It waits
indefinitely for the semaphore count to be positive. When the count becomes positive,



)
>
3« Race Conditions and Mutual Exclusion 24
&

the count will be decremented. Asdoneinthel ock() method (classLock), the

I nt errupt edExcepti on ispassed to an outer context by declaring t hr ows

I nt errupt ed- Except i on inthe method header. Theup() method isvery similar to
theunl ock() method (classLock). The counter isincremented and notifies any waiting
thread that the count has a positive value.

Barrier

In paralel and distributed computing applications, thereis often aneed to synchronize a
group of threads (parallel tasks), usually inside aloop. A later chapter will address loop
parallelismin greater detail. A barrier isan abstraction for performing this synchronization
and isfairly straightforward. It is similar to the notion of a semaphore, but works some-
what backwards. The barrier, much like the counting semaphore, isinitialized to a count
N. Thebarri er () method, when called by athread, decrements the count atomically.
Then the caller waits (is blocked) until the barrier count reaches 0. If any call to bar -
rier() resultsinthe count reaching O, all threads awaiting the count of 0 are notified,
and the count isreset to N.

Thus, thebarri er () isagreat deal different than a semaphore in two ways:

* Most threads (N- 1) reach the barrier and are forced to wait until the count is correct.
When calling down() on asemaphore, athread waits only when the count is 0.

» All threads are notified when the count reaches 0. In a semaphore, only asingle thread
isnotified each timetheup() operationiscalled.

Example 3-17 shows the code for the implementation of classBar ri er .
TheBarri er classhastwo instance variables:

e count : Thisvariableisthe current value of the barrier. When count becomesO, it
isreset to the value of variablei ni t Count .

e initCount:Thisvariableistheinitia value of the barrier. It is a cached copy of the
value passed in the constructor.

The constructor initializes Bar r i er to apositive count. Aninitial valuethat is

negative or O resultsinaBar r i er Except i on code being thrown. (For conciseness, the
codefor Bar ri er Except i on isnot shown here, but it can be found on the accompany-
ing CD. Its details are not essential to understand the Bar r i er class.) Thecount and

i ni t Count fieldsareinitialized to the specified count.

Thebar ri er method atomically decrements the count. If the count has not yet reached
0, the caller blocks indefinitely; otherwise, the count is reset to the value specified origi-
naly intheBar r i er constructor, and al waiting threads are notified and, hence,
unblocked.
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Example 3-17 Barrier Synchronization

/1l Barrier.java

public class Barrier {
protected int count, initCount;

public Barrier(int n) throws BarrierException{
if (n<=0)
t hrow new Barri er Excepti on(n)
initCount = count = n;

publ i c synchroni zed void barrier()
throws | nterruptedException {
if (--count > 0)

wai t();

el se {
count = initCount;
noti fyAll();

An interesting question now arises: Earlier in the chapter, we mentioned that the proper
way to wait for aconditionisto first useawhi | e loop to test the condition and then wait.
Inthebarri er () method, this has not been done. The reason isthat we are not waiting
for the barrier to reach any particular value; we are simply waiting for it to be reset. Once
it has been reset, every single thread that posted awai t () should be awakened and
allowed to proceed. Effectively, the last thread to make acall tothebarri er () method
does not wait. Only thefirst N- 1 threadsto arrive at thebar ri er () wait.

Futures

A futureis an assign-once variable that can be read any number of timesonceit is set.
Futures have their originsin functional programming languages. A typical use for afuture
is to support the familiar notion of a procedure call, in which the arguments being passed
to the call may not yet have been evaluated. Thisis often acceptable, since very often a
parameter is not used right away in aprocedure call. (It is very difficult to use al of the
parameters simultaneously. This fact can be verified by inspecting a substantial piece of
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code with afew parameters.) Futures also make sense in a multiprocessor system, in
which there may be many processors to evaluate a set of futures.

A futureisimplemented in Java using a “wrapper.” The code for the class Fut ur e is

shown in Example 3-18. The wrapper is used to maintain a protected reference to a value.
If the future has not yet been set, the valueis set to the future instanceitself. (Thisis a sen-
sible value, since a future cannot have itself as avalue, but must be able to have the value
nul | . Alternatively, aboolean flag could be maintained; however, as Example 3-18 points

Example 3-18 The Future

public class S npleFuture {
protected (bject val ue;

public S npleFuture() {val ue=this;}

public SinpleFuture(Chject val) {
val ue=val ;

publ i c synchroni zed (oject get Val ue()
throws | nterruptedException{
while (value == this)
wait();
return val ue;

publ i ¢ synchroni zed bool ean isSet(){
return (val ue! =this);

publ i ¢ synchroni zed voi d set Val ue(Cbj ect val){
if (value == this) {
val ue = val;
noti fyAll();

(]
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out, some of the ugliness that isinherent in the Java object model happens to be useful!)
There are two key methods for working with a future:

» get Val ue() : Thismethod is used to wait until the future has been set, then return a
reference to the value of the future.

» set Val ue() : Thismethod isused to set the value of the future, if it has not already
been set. It dso notifies all threads that might be awaiting the value of the future. If
the future is already set, its value cannot be changed, and no further notifications are
to be done.

Futures will be addressed again in greater detail later in this book. For now, think of a
future as aclever trick used to wait for something to be produced—once. The concept of a
future could be used, for example, to implement the concurrent-Web-page example, dis-
cussed in Chapter 1. For each Web page to be read, athread can be created. Once the page
has been read, it can be “written” to afuture. Then, another waiting thread (usualy, the
main one) can wait for all of the futures, one at atime. The interesting aspect of thisisthat
one can write concurrent applications that are fairly sophisticated without having to know
al of the details of how threads and synchronization really work. Of course, we will dis-
courage you from not knowing the details, since we want you to know them.

Deadlock

What is Deadlock?

Deadlock occurs when each thread in agroup of threadsiswaiting for a condition that can
only be caused by another member of the the group. For example, given threads T1 and
T2, itispossiblethat T1 is holding aresource X while waiting for resource Y to become
available. Meanwhile, T2 is holding resource Y and is waiting for resource X to become
available. This condition is known, in the computing literature, as deadlock.

How to Know When Deadlock Has Hit You?

Aside from having to debug a distributed program (i.e., one that runs on many machines—
something we will discuss later in this book), deadlock is perhaps one of the most difficult
programming errorsto correct. At times, deadlock appears to behave almost like an infi-
nite loop. Sometimes, the program will appear to run normally by not “locking up.” Often,
the program will need to be run multiple times to even notice the problem. The tragedy of
it al isthat the results are usually not reproducible nor consistent.

Four Conditions of Deadlock
Four conditions enable the posibility for deadlock:

»  Mutua exclusion: It must not be possible for more than one thread to use aresource at
the sametime.
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* Hold and wait: Threads must hold resources and wait for others to become available.
Deadlock isnot possibleif no thread ever holds more than one resource at atime. Nor
isit possibleif athread can acquire more than one resource, but acquires all its
resources at one instant.

*  No preemption: It must not be possible to remove a resource from athread that holds
it. Only the thread that holds a resource can give it up.

»  Circular wait: There must be a cycle of threads, each holding at |east one resource and
waiting to acquire one of the resources that the next thread in the cycle holds.

If any of the foregoing conditions is enforced, deadlock simply cannot occur. Thisidea
comes from operating systems literature (textbooks). We will show how to put it into prac-
tice, focusing on eliminating circular waits.

A Classic Example: Dining Philosophers

Synchronization problems have been the subject of study for many decades. One of the
classic problems, known as the Dining Philosophers problem, was presented by Dijkstra,
who is also credited with the invention of the semaphore (which was presented earlier).

The Dining Philosophers problem is stated as follows. There are five philosophers sitting
around acircular dinner table eating spaghetti. (You can substitute your favorite pasta
here, without affecting your overall understanding of the problem.) Each philosopher isin
one of two states. thinking or eating. Each philosopher has his own plate. There are five
forks, one located between each plate. To eat, a philosopher needs two forks.

After thinking for awhile, the philosopher will stop thinking, pick up one fork at atime,
one from each side of hisplate, and eat for awhile. Then hewill put down the forks, again
one at each side of his plate, and return to thinking.

If each philosopher startsto eat at the same time, each might pick up the fork from the left
side of his plate and wait for the one to the right to become available, resulting in dead-
lock. To solve the prablem, a Java program that avoids such deadlocks needs to be written.

The code is organized in three classes:

* Fork: Thisclassisan object that is shared between a pair of diners (instances of
Di ner 0; see next).

» Diner0: Thisclassisathreaded object that implements the moves of atypical diner
initsrun() method.

» DinersO0: Thisclassisadriver code that simply creates instances of For k and
Di ner 0 and then sets the simulation in motion.

A For k (shown in Example 3-19) isimplemented using the Lock class described in
Example 3-13. For output purposes, ani d is maintained for each For k. Aside from this
difference, afork, for al intents and purposes, is alock. In keeping with our desire to be
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Example 3-19 For k

class Fork {
public char id;
private Lock | ock=new Lock();

public void pickup() throws InterruptedException {
| ock. | ock();
}

public void putdown() throws InterruptedException {
| ock. unl ock();

}
public Fork(int i) {
Integer i = new Integer(i);
id=1i.toString().charAt(0);
}
}

object oriented, the methods are named pi ckup() and put down() , which are the
actual operations that can be performed on afork (responsibilities, in object jargon).

Each diner is represented by Di ner O (shown in Example 3-20). A diner has a state
(which again exists for the purpose of output) and references to two forks (L and Rin the
code). Ther un() method of the diner iswhere the diner actually does his work. He
thinks (which blocks him for a specified time), then picks up the left fork L, blocks him-
self, then picks up hisright fork R, then eats (again, blocking himself), and then puts both
forks L and R down to take a break from eating. This processis repeated 1,000 times for
each diner.

The driver code (shown in Example 3-21) is responsible for setting the table, metaphori-
cally speaking. Thisisdonein the mai n() method. Two arrays are initialized:

» fork:Thisisanarray of For k instances.
» diner:Thisisanarray of Di ner instances.

The assignment of forksto dinersisrelatively straightforward. Di ner 0 isassigned forks
Oand 1; di ner 1 isassignedforksland 2, and soon. Thelast diner, 4, isassigned forks
4 and 0. It will be apparent that this last numbering, although it makes the coding some-
what easier by not having to encode a special case, is precisely what causes the possibility
of adeadlock.

Once all of the forks and diners have been created, the simulation of dining is commenced.
Themai n() method, being effectively the main thread, establishesitself as a“watcher”
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Example 3-20 Di ner 0

cQ

class Diner0 extends Thread {
private char state='t';
private Fork L, R

public D nerO(Fork left, Fork right){
super ();
L=l eft;
R=ri ght;

}

protected void think() throws InterruptedException {
sl eep( (1 ong) (Mat h. randon()*7.0));

}

protected void eat() throws InterruptedException {
sl eep( (1 ong) (Mat h. randon()*7.0));
}

public void run() {
int i;
try {
for (i=0;i<1000;i++) {
state = 't";
t hi nk();
state=L.id;
sl eep(1);
L. pi ckup() ;
state=R i d;
sl eep(1);
R pi ckup() ;
state='e';
eat();
L. put down();
R put down();
}
state="d';
} catch (InterruptedException e) {}

or “monitor” of the other threads. Its priority is set to be dightly higher than any of the
other running threads.
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Example 3-21 Di ner s0O: The Driver

class DinersO {
static Fork[] fork=new Fork[5];
static DinerQ[] diner=new D nerO[5];

public static void nmain(String[] args) {
int i,j=0;
bool ean go(n;

for (i=0;i<5;i++) {
fork[i]=new Fork(i);
}
for (i=0;i<5;i++) {
diner[i]=new D nerO(fork[i], fork[(i+1)%]);
}
for (i=0;i<5;i++) {
diner[i].start();
}
int newPrio = Thread. current Thread().getPriority()+1;
Thread. current Thread().setPriority(newPrio);
gon=tr ue;
while (goOn) {
for (i=0;i<5;i++) {
Systemout.print(diner[i].state);
}
if (++ %==0)
Systemout. println();
el se
Systemout.print(" ');
goOn=f al se;
for (i=0;i<5;i++) {
goOn |=diner[i].state !'="d";
}

try {
Thr ead. sl eep(51);

} catch (InterruptedException e) {return;}

The main thread then goes into an indefinite (not infinite) loop, which will terminate only
when al of thedinersarein the “done” state. The only way this can happen isif agiven
diner thread terminates (i.e., executesitsloop 1,000 times). The way thread termination is
determined is by examining the state of each particular diner to see whether or not itisd
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(done). The only way goOn (the condition by which the monitor thread's loop is termi-
nated) becomes falseis when all of the dinersareinthe d state.

Taking a step back, we now want to know what is the point of setting the priority? Java
uses apriority scheduler that will run the highest priority thread available to run, or one of
the highest priority threads available if there is more than one at the highest priority level.
The reason we set the priority level of the main thread higher than that of the dinersis so
that any running diner can be preempted to examine (and print) its state.

There are only afew priority levels available to athread (12), which are represented

as an integer. The higher the integer, the higher the priority. You can examine athread’s
priority using method get Pri ori ty(), and assign athread a new priority using

set Priority().Asmentioned inthe previous chapter, there are also a number of con-
stant values available in the Thr ead class to make use of normal priority values:
Thread. MAX_PRI ORI TY, Thr ead. NORMAL_PRI ORI TY, and

Thread. M N_PRI ORI TY. You must be careful to ensure that a higher priority thread
does not prevent other threads from running. Thisis always a possibility, especially when
you use MAX_PRI ORI TY. Until the thread does something to block itself (1/O or synchro-
ni zation—two examples of a blocking primitive), the thread will be allowed to run to com-
pletion, preventing any other threads from running in the process. In this example, the
watcher thread is explicitly putting itself to sleep for so many milliseconds—hence the
Thr ead. sl eep(51) . Thisisintended not as akludge, but to explicitly guarantee that
the main thread does block for a reasonable amount of time. Remember this: The main
thread’s purpose for existence is to show you the states of the various diners so you will
know how much progress they are making as a whole (and so you will see what happens
when they get into a deadlock situation).

The following box shows output from a particular run. As discussed for the example
Race0, the output is likely to be different between different runs, due to different serial-
izations of events.

A brief explanation of the output isin order. The output represents the states of the five
dinersin order (0 through 4). The output is grouped by iteration in the main thread, sepa-
rated by either a space or anew line, the intent being to make the output as neat as possible
without using too many lines. Of course, because the program occasionally deadlocks, this
causes an infinite loop to occur—the last line of output clearly shows that a circular wait
has occurred. That is, each diner iswaiting for afork that he will never be able to acquire.
(i.e., never be able to pick up).

As mentioned earlier, there are four ways in which deadlock can occur. To eliminate dead-
lock, all you need to do isfind away to eliminate one of the conditions that can causeiit. It
isnot always desirable to eliminate a given condition. We will return to adiscussion of this
point shortly; however, we consider here the possibility of eliminating acircular wait con-
dition.
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In the above run, it is clear where the deadlock occurs. The simulation gets stuck in a pattern
“12340,” which indicates that a circular wait condition has occurred that will never terminate.
In this simulation, execution was halted explicitly by typing control-C.

One way to prevent circular waiting isto do resource enumeration and only alow individ-
ual threads to acquire resources in ascending order.

When you acquire resources (such as the For k object) in ascending order, circular wait is
impossible: for acircular wait to occur, some thread must be holding a higher numbered
resource waiting for alower numbered resource, but that is forbidden. Hereis how we can
use resource enumeration in the Dining Philosophers problem to eliminate deadl ock.

The following loop excerpt from Example 3-21 to define a Diner is where the problem occurs:
for (i=0;i<5;i++) {
diner[i]=new D nerO(fork[i], fork[(i+1)%])
}
A simple fix, which reorders the For k objects such that alower-numbered instanceis
always picked up first is to do the following:
for (i=0;i<4;i++) {
diner[i]=new DinerO(fork[i], fork[(i+1)%])

}
diner[4] = new DinerO(fork[Q], fork[4])
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It should be obvious how this code fixes the problem. The problem is caused by the last
iteration of the loop, which is equivalent to the following long-winded code (an expansion
of thefirst version of the loop):

diner[0] = new D nerO(fork[OQ], fork[1]);
diner[1] = new D nerO(fork[1], fork[2]);
diner[2] = new D nerO(fork[2], fork[3]);
diner[3] = new D nerO(fork[3], fork[4]);
diner[4] = new D nerO(fork[4], fork[0]);

The second version of the loop stops one short of the last iteration and simply does an
explicit ordering of the final two forks. Instead of fork[4] being diner 4's left fork and
fork[Q] being diner 4'sright fork, the forks are swapped. The notion of left and right is
purely amatter of convention: one of the philosophers can always be considered to be | eft
handed.

In summary, the diners are programmed to pick up their left fork before their right fork. So
di ner j,forj rangingfrom Othrough 3, will pick upf ork j andthenf ork j +1.We
explicitly tell diner 4 to pick up fork 0 before fork 4. The reworked code with the above
changes appearsin Example 3-22. The ¢ hanges to support resource enumeration are
shown in bold.

Chapter Wrap-up

This chapter has focused on race conditions, which represent one of your biggest enemies
when it comes to programming concurrent applications. Java helps you to address the
problem of race conditions using object locking, which is supported by each and every
Java object created using the new operator. Javais one of the first modern (and popular)
languages to support object locking. In languages such as C and C++, programmers are
forced to make use of platform-specific libraries, such aspt hr eads (the UNIX standard)
and W n32 threads (the Microsoft de facto standard). This by no meansimpliesthat a
great amount of work has not been done to bring similar features to C and C++; however,
in al cases and at some level, the solution is predominantly driven by libraries, not by the
language itself.

While Java makes it considerably easier to support concurrency by providing support
directly in the language, its features, in many respects, are not radically different from
thosefoundin pt hr eads or W n32 threads. Often, programmers find the need for more
elaborate synchronization than that provided by merely locking objects. Java conditions
were discussed as away of providing more elaborate synchronization—alock can be held
for awhile, but released “temporarily” while awaiting a certain condition. This can lead to
better performance, since repeatedly acquiring and releasing locks does have a cost. As
will be discussed in the next chapter, the word “wait” introduces the possibility of an
encounter with another common enemy: deadlock.
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Example 3-22 Di ner s1: The Driver

class Dinersl {
static Fork[] fork=new Fork[5];
static DinerQ[] diner=new D nerO[5];

public static void nmain(String[] args) {
int i,j=0;
bool ean go(n;

for (i=0;i<5;i++) {
fork[i]=new Fork(i);
}
for (i=0;i<4;i++) {
diner[i]=new D nerO(fork[i], fork[(i+1)%]);
}
di ner[ 4] =new Di nerO(fork[4],fork[0]);

for (i=0;i<5;i++) {
diner[i].start();
}
int newPrio = Thread. current Thread().getPriority()+1;
Thread. current Thread().setPriority(newPrio);
gon=tr ue;
while (go) {
for (i=0;i<5;i++) {
Systemout. print(diner[i].state);
}
if (++ %==0)
Systemout. println();
el se
Systemout.print(' ');
goOn=f al se;
for (i=0;i<5;i++) {
goOn |=diner[i].state !'="d";
}

try {
Thr ead. sl eep(51);

} catch (InterruptedException e) {return;}

The chapter concluded with a discussion of some other mutual-exclusion and synchroni-
zation mechanisms that are widely familiar to programmers—Iocks, semaphores, and bar-
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riers—and one that perhapsis less familiar: the future. These classes are al built rather
easily from the concurrency framework provided by Java and are very useful for develop-
ing concurrent applications. (One could argue that these classes belong in the

j ava. | ang package because they are foundational, but thisis an argument for another
day and time.)

Exercises

1. (Easy) Explain what the following code from Example 3-2 is doing:
Systemout.print(".X'.charAt(s.dif()));
In particular, explain why it is permissible for a string “ constant” to appear on the

left-hand side of the dot operator. |s there ever the possibility that this string is not
indexed properly with thes. di f () call?

2. (Easy) In the same example as the preceding problem, what are all of the valid
resultsof s. di f () ? Sketch aproof of why it isimpossible for a value other than
one of these results to be produced.

3. (Easy) Using the Java documentation, see if you can find classes that make use of
synchronized methods. What classes can be used in a thread-safe manner? Can you
find a Java class that might not work reliably in a multithreaded context?

4.  (Intermediate) Sketch or implement aprogram that will compute the length of atime
dlicein milliseconds. If it is not possible to develop such a program, provide an
explanation.

5.  (Intermediate) Study the Javalibrary source code to better understand the classes
you discovered in Part 3.

6. (Intermediate) In Example 3-1, why isit necessary for theq. set Daenmon(t r ue)
method call to be inserted in the main method? | s there another way to gracefully
prevent the main method from exiting prematurely?

7.  (Intermediate) Explain why it is possible for two (or more) threads to enter a syn-
chronized method (or methods) when one (or more) threads is waiting for a condi-
tion. As amore advanced problem, explain what is happening from the operating
system’s point of view.

8. (Easy) Fi | eCopy0 and Fi | eCopy1 are both working versions of a concurrent
file-copying algorithm. Using the Sy st emclass (which provides support for “tim-
ing” usingthecurrent Ti meM | | i s() method), compare the performance of
the two programs. Use a sufficiently largefile (at least one megabyte) with a block
size of 4,096 to do the comparison.

9. (Easy) If aRunti meExcepti on occursinther un() method (e.g., something
likeaNul | Poi nt er Except i on), doesthe method terminate?
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10.

11.

12.

13.

(Intermediate) Example 3-2 shows a version of shared data that does not make use
of synchronized methods. |s synchronization necessary in this case? Why or why
not?

(Easy) The Semaphor e class shown in Example 3-16 is an example of how to
implement a counter that can be incremented or decremented atomically, provided
its value never becomes negative. Show how to implement a class called Count er
that can be incremented or decremented at will by a particular value.

(Intermediate) Compare the locking framework of Java (thesynchr oni zed state-
ment) with the Lock and Semaphor e classes shown in this chapter. Does Lock
do anything that synchr oni zed does not? What about Semaphor e? How do
Lock and Sermaphor e compare with one another?

(Hard) Using the URL class of Java, write a program that fetches three Web pagesin
aloop. Use the timing function (see problem 5) of the Sy st emclass to determine
the time. Write a second version of this program that creates separate threads to
fetch each page and uses an array of Fut ur e instances. The main thread should
wait for each Fut ur e instance. Again, use the timing function to determine the
total execution time.



