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Expert Opinion

Mobile Code, Distributed
Computing, and Agents

ecause the Jini! system employs mobile objects,

some have categorized it as amobile agent system.
However, such acategorization is based on an over-simpli-
fied view of mobile agent systems. In fact, mobile agent

systems have characteristics that clearly differentiate them
from Jini technology. Unfortunately, these characteristics
also make such systems highly unlikely to actually be
useful, at least in my opinion.

In what follows, | will briefly describe some of the Jini
networking system'’sfeatures and attempt to show how this
system’s assumptions differ from those used to construct
other distributed system frameworks. | will then character-
ize mobile agent systems, showing such systems' intrinsic
differences from Jini and some of their basic problems.
Finaly, I will discuss how agent systems could use the Jini
system approach to solve some of these intrinsic problems.

The Jini networking system

A full discussion of the Jini networking system falls out-
side this article’s scope. However, | will give avery quick
overview of some of the system’smajor featuresto help with
what follows.

TheJini networking systemisadistributed infrastructure
built around the Java programming language and environ-
ment. The basic communication model is based on the
semantic model of the JavaRemote Method Invocation sys-
tem, in which objectsin one Java virtual machine commu-
nicate with objects in another by receiving a proxy object
that implements the same interface as the remote object.
This proxy object deals with all communication details
between the two processes. The proxy object can introduce
new codeinto the processto whichitismoved. Thisispos-
sible because Java bytecodes are portable, and it is safe
because of the the Java environment'’s built-in verification
and security.

To thisunderlying communication model the Jini system
adds some basic infrastructure and parts of a programming
model. The infrastructure provides a mechanism by which

clientsand services can joininto the Jini network, whilethe
programming constructs encapsul ate mechanismsthat alow
reliable distributed systems to be built.

Javaprovidesthe Jini system with amechanism to move
mobile objects, including their code, safely and efficiently
from aserviceto aclient of that service. The Javatype sys-
tem forms the basis for identifying services, and its poly-
morphic nature lets it treat requests for service as requests
for something that implements at least a certain type,
athough the service might offer more. However, therequire-
ment for the Javalanguage and platform is only at the net-
work level; programmers can use non-Java objectsto imple-
ment a Java network object that can live in the Jini world.

Mobile code and mobile agents

Thosewho characterizethe Jini system asamobile agent
system seem to rely on the assumption that any system that
uses mobile objects must be an agent system. But while it
seems obvious that moving objects (in aloose sense) isa
necessary condition for amobile agent system (since agents
are objects), and while it might be true that most systems
that use mobile objects have, in fact, been agent systems,
object movement does not seem to be the only thing that
characterizes amobile agent system.

Let’slook at acouple examples of mobile agent systems.
Thefirst of these hasto do with shopping over the Internet.
Rather than searching the Net for the best deal on, say, an air-
line ticket from Boston to London, | send an agent into the
network to do the work for me. This agent will move from
siteto site, finding flight times, prices, and availability. Upon
locating the best deal, the agent books my travel (using my
credit card numbers, which it keeps securely) and returnsto
tell mewhat it has accomplished and when | need to have my
bags packed.

A second example exploitsthe proximity networksloom-
ing on the horizon. When | enter acab, my personal agent,
which resideson my personal digital assistant device, joins
into the cab’s wireless proximity network. Consulting my
schedule (also on my PDA), my agent determines that I'm
going to the airport and moves to the location of the cab’s
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agent. My agent tells the cab’s agent where
I’m going. The two agents then negotiate a
price (and perhaps a route), my agent pays
(againusing my credit card information), and
my agent returns to my PDA, entering the
transaction into my financial statement.

A final example returns us to the World
Wide Web. In preparing a paper, | discover
that | have neglected to do the scholarly
research expected. | don’t want to use the
simple search engines, because | know that
the number of false positive returns will far
outweigh the number of good returnsto my
query. So, | send an agent out on the Web
after telling it my paper’s subject, and my
agent jumps around the Web and returns to
me the next morning, with the six papers
most relevant to my subject.

| don’'t know if these arereal examples of
what mobile agent systems should do. Cer-
tainly, exampleslike these abound in the pop-
ular press, and researchersin the field have
given exactly these examples when | ask
what amobile agent system could do.

Theexamplesdisplay what | taketo bethe
characteristics of a mobile agent system,
which include

 useof active objects—that is, objectsthat
move from place to place and, when they
arrive at a place, can obtain a thread of
control automatically;

* interaction with various environments to
find out information or perform actionson
those machines;

* ability to obtain information or performs
actions on behalf of the person who sent
the agent out on the network;

* ahility to, after doing its work, report the
work’s results to the requesting person;
and

* ability to make decisions on behalf of the
person it represents.

These characteristics distinguish the earlier
examples as interesting and straightforward
examples of mobile agents. They provide a
way of marking a clear distinction between
mobile agents and other distributed systems
or simple Web crawling.

Given this characterization of mobile
agent systems, the Jini systemisnot amobile
agent system. Although objects can be
mobile in the Jini system, such mobile
objects are not active in the sense of auto-
matically getting athread of control. Mobile
objects in the Jini system can interact with
the Java environment on the machine to

which they are sent, but they will morelikely
interact with other Jini servicesthat residein
the network. A mobile object in the Jini sys-
tem does not need the identity of some prin-
cipal who sent the object or need to returnto
any point of origin. Finally, mobile objects
in the Jini system don’t need to be able to
make decisions on behalf of their sender;
indeed, one of the most common forms of
mobile object in the Jini system simply for-
wards callsto the serviceit represents.

Infact, it isjust these characteristics that
have doomed mobile agent systems to the
disreputable ghetto of distributed computing.
The very characteristics that make a system
amobile agent system also make such sys-
tems difficult or impossible to deploy in the
real world.

Using active objects means that mobile
agent systems blur the line between the
resources that a machine’s owner controls

A sustem in which an agent can
obtain information or perform
acfions on behalf of the person

who sent if assumes a form of
distributed authentication far more
sophisticated than s generally
available.

and the resources controlled by the agents
that arrive at that machine. If an agent that
arrives on a machine automatically gets a
thread of control on that machine, an auto-
matic allocation of computational resource
follows. Thismakeslittle or no differencein
cases when a small number of agents arrive
and the machines are not resource-con-
strained. But this approach does not scale,
either to resource-limited machines or to
large numbers of agents.

A system in which an agent will interact
with the environment on the machine to
which it moves assumes a homogeneity of
connected machinesthat is hard to take seri-
ously in a large-scale network. When an
agent arrives at a new destination, how does

it know with what to interact? Does it read
theinformation that it needs from afile, and
if so, where in the file system does that file
reside? Does it contact some service on the
machine? If so, it would need to know how
to contact that servicein away that workson
all the possible destinationsto whichit could
be sent.

A system in which an agent can obtain
information or perform actions on behalf of
the person who sent it assumesaform of dis-
tributed authentication far more sophisticated
than is generally available. For the agent to
act on my behalf, | need to be able to dele-
gate someor all of my identity to that agent.
Although researchers have proposed secu-
rity systems that have delegation, few have
successfully implemented them, and the sys-
tems present difficult problems (such ascan-
celing a delegation or insuring that delega-
tions are bound in some fashion).

Furthermore, the security needed for a
mobile agent system requires propertiesthat
general distributed-system security does not.
Because the agent is being moved onto a
host, it must be able to be authenticated. But
when does that authentication take place?
Because the agent is active, by the time the
recipient knows of the agent’s presence, the
agent is running—perhaps able to damage
the host machine. Also, how doesthe agent—
which often carries sensitive information
such as credit card numbers—establish trust
in the machine on which it isgoing to run?

That the agent will return to its machine
of origin after it has completed its work
seems reasonabl e until we consider that net-
works—and the machines on them—fail.
Suppose that the machine on which an agent
was running crashes. How long does the
entity that sent the agent wait for that agent’s
return before sending out another? Suppose
that the network link from the current
machineto the home machineisdown. How
long does an agent wait until it gives up the
return trip? The failure modelsfor agent sys-
temsdo not seem well specified, yet any dis-
tributed system lacking a failure model that
dealswiththesekinds of failureswill not pro-
duce reliable applications.

Finally, thelast characteristic of agent sys-
tems, that an agent can make decisions on
behalf of itsowner, seemsto requirethe solu-
tion to many of artificial intelligence's prob-
lems. | have not seen many computer pro-
grams that make good decisions—certainly
not any that | would bewilling to have make
decisionson my behalf. | am not saying that
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such programs are impossible (I remain a
skeptical agnostic on this subject). Further-
more, programsthat comethe closest to hav-
ing thiscapability aredl large. Yet, to be use-
ful, mobile agents must be small entitiesthat
can easily move over a network. Even in
moments when | feel most optimistic about
Al’s prospects, | don't see small, mobile
objects that can run anywhere making such
decisions.

For these reasons, | have never taken the
claims of the mobile agents community ter-
ribly seriously. The Jini system was certainly
not itself designed as a mobile agent sys-
tem—or as a means for constructing such
systems. It had much more modest goals.
Ironicaly, however, systemsbased on the Jini
technology and runin aJini-enabled network
can solve, in arather straightforward way, a
number of the problems that have plagued
mobile agent systems.

New directions in mobile agents
The first problem with mobile agent sys-
tems is that they employ active objects and
therefore have automatic access to the
resources of the machines to which their
agents travel. A solution to this problem
would be to move the agents from one
machine to another as passive objects, but
move them to a Jini service that would then
oversee granting—at the appropriatetime and
priority—athread of control to that agent.

Building such an agent host issimple. In
fact, The Java Tutorial Continued givesit as
an example for the Java Remote Method
Invocation system,? under the guise of acom-
pute server. The service itself is about 30
lines of code. Turning that serviceinto aJdini
service (which requiresfinding and register-
ing with a lookup service and renewing
leases on that registration) requires about 100
more lines of code.

Some might object that thisis, in effect,
what current active object agent systems do
under the covers, so the stated approach does
not differ from current practice. In one sense,
this objection is correct; from a high-level
view, the description of what happensis no
different.

However, when some service—rather than
apart of the underlying system—activates
agents, the service’sowner controlsthe poli-
cies the service uses. If | run an agent host
service on my machine, | control the condi-
tions under which it activates an agent. All
the agent host must do isimplement aknown
interface. How that interfaceisimplemented

isup to me, not to ageneral system. If agent
activation isamore general system activity,
then | have given up control (at least in the
agent systems | have seen). | could adopt a
policy to activate agents immediately upon
receipt, inwhich casel wouldfall prey tothe
kinds of agent storms discussed earlier. But
| could also adopt a very different policy
(likely after experiencing my first major ser-
vice degradation) to ration the resources
given to arriving agents. The main point is
that the decision lieswith me—the service's
owner—and not with the agent system.

An agent system that runsin aJini-enabled
network also hasageneral techniquefor find-
ing appropriate information when an agent
moves from place to place. Because one of
Jini’s major goalsisto allow service discov-
ery over the network by programs, agents can
use the mechanisms of lookup by Java type
when they reach anew location to find the ser-

The first problem with mobile
agent sustems is that they employ
acfive objects and therefore have

automatic access fo the resources
of the machines fo which their
agents fravel.

vices needed (or discover that the location
does not have such services available). Once
an agent getsathread of control, theagent can
find the local lookup service and then query
it for objects that present the programmatic
interface that the agent needsfor itswork.

Agent systems built within a Jini frame-
work can also employ the Jini/Java RMI
security model, which the Java Community
Process is defining (http://java.sun.com/
aboutJava/communityprocess). Thissecurity
model’s draft specification already includes
mechanisms for mutual authentication of
client and service and a time-based delega-
tion model. More important for use within
the agent community, the model provides a
mechanismto | et authentication occur before
objects are reconstructed.

This model is layered on top of existing

Java security models, which (while not per-
fect) help insure that a machine will detect
bad behavior by downloaded code before
running it, and provide amechanismto limit
downloaded code's access to resources on
the destination machine.

Finally, an agent system’simplementation
inthe Jini technology model would beginto
provide afailure model that the agent com-
munity might find useful. In particular, the
Jini notion of adistributed object (that is, one
that exists on multiple machines simultane-
ously) and the Jini programming model of a
lease can provide solutions for the network
failures current agent systemsignore.

Unfortunately, Jini technology does noth-
ing to help with an agent’s ability to make
decisions on behalf of its sender. Indeed,
much of the technology’s design center was
predicated on the supposition that software
cannot make intelligent decisions. The sys-
tem designers felt that the problems of dis-
tributed computing were hard enough and
that they didn’t need to add the Al problems
into the requirements set. 8
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