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July 24, 2003

Aug. 16, 2001

ChangeHistory

Updatesfor Java™ 2 SDK, Standard Edition, v1.5 Beta 1

Added support for serializing enum constants.

Added specification of class modifier flags used in the computation of default
seri al Ver si onUl D values to Section 4.6, “ Stream Unique Identifiers’.

Updates for Java™ 2 SDK, Standard Edition, v1.4 Beta 2

Added support for class-defined r eadObj ect NoDat a methods, to be used for
initializing serializable class fields in cases not covered by class-defined readObject
methods. See Section 3.5, “The readObjectNoData Method”, as well as Appendix
A, “Security in Object Serialization”.

New methods Cbj ect Qut put St ream wri t eUnshar ed and

Qbj ect I nput St ream r eadUnshar ed provide a mechanism for ensuring unique
references to deserialized objects. See Section 2.1, “ The ObjectOutputStream
Class’, Section 3.1, “The ObjectlnputStream Class’, as well as Appendix A,
“Security in Object Serialization”.

Documented new security checks in the one-argument constructors for
Obj ect Qut put St reamand Qoj ect | nput St ream See Section 2.1, “The
ObjectOutputStream Class’ and Section 3.1, “The ObjectInputStream Class”.

Added caution against using inner classes for serialization in Section 1.10, “The
Serializable Interface’.

Clarified requirement that class-defined wri t eCbj ect methods invoke
Obj ect Qut put St ream def aul t Wit eObj ect or writ eFi el ds once before
writing optional data, and that class-defined r eadObj ect methods invoke
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July 30, 1999

Sept. 30, 1998

June 22, 1998

Obj ect | nput St ream def aul t ReadObj ect or r eadFi el ds once before reading
optional data. See Section 2.3, “The writeObject Method” and Section 3.4, “The
readObject Method”.

Clarified the behavior of Qoj ect | nput St r eamwhen class-defined r eadObj ect or
r eadExt er nal methods attempt read operations which exceed the bounds of
available data; see Section 3.4, “The readObject Method” and Section 3.6, “The
readExternal Method”.

Clarified the description of non-proxy class descriptor field type strings to require
that they be written in “field descriptor” format; see Section 6.2, “ Stream
Elements’.

Updatesfor Java™ 2 SDK, Standard Edition, v1.3 Beta

Added the ability to write St r i ng objects for which the UTF encoding is longer
than 65535 bytes in length. See Section 6.2, “ Stream Elements”.

New methods Cbj ect Qut put Stream wi t eC assDescri pt or and

bj ect I nput St ream r eadd assDescri pt or provide a means of
customizing the serialized representation of Obj ect St r eanCl ass class
descriptors. See Section 2.1, “The ObjectOutputStream Class’ and Section 3.1,
“The ObjectlnputStream Class”.

Expanded Appendix A, “Security in Object Serialization”.

Updatesfor JDK™ 1.2 Beta4d RC1

Documentation corrections only.

Updatesfor JDK™ 1.2 Betad

Eliminated JDK™ 1.2 j ava. i o interfaces, Repl aceabl e and Resol vabl e.
References to either of these classes as an interface should be replaced with
java.io. Serializabl e. Serialization will use reflection to invoke the
methods, wr i t eRepl ace and r eadResol ve, if the Serializable class defines
these methods. See Section 2.5, “The writeReplace Method” and Section 3.7, “The
readResolve Method.”

New javadoc tags @eri al , @eri al Fi el d, and @eri al Dat a provide away
to document the Serialized Form of a Serializable class. Javadoc generates a
serialization specification based on the contents of these tags. See Section 1.6,
“Documenting Serializable Fields and Data for a Class.”

Special Serializable class member, seri al Per si st ent Fi el ds, must be declared
private. See Section 1.5, “Defining Serializable Fields for a Class.”
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® Clarified the steps involved in computing the seri al Ver si onUl D in Section 4.6,
“Stream Unique |dentifiers.”

Feb. 6, 1998 Updatesfor JDK™ 1.2 Beta 3

® Introduced the concept of STREAM_PROTOCOL versions. Added the
STREAM PROTOCOL_2 version to indicate a new format for Ext er nal i zabl e
objects that enable skipping by an Ext er nal i zabl e object within the stream,
even when the object’s class is not available in the local Virtual Machine.
Compatibility issues are discussed in Section 6.3, “ Stream Protocol Versions.”

® The bject!nputStream resol veC ass method can return alocal classin a
different package than the name of the class within the stream. This capability
enables renaming of packages between releases. The seri al Ver si onUl D and the
base class name must be the same in the stream and in the local version of the class.
See Section 3.1, “The ObjectlnputStream Class.”

* Allow substitution of Stri ng or arr ay objects when writing them to or reading
them from the stream. See Section 2.1, “ The ObjectOutputStream Class’ and
Section 3.1, “The ObjectlnputStream Class.”

Sept. 4, 1997 Updatesfor JDK™ 1.2 Betal

® Separated the Repl aceabl e interface into two interfaces. Repl aceabl e and
Resol vabl e. The Repl aceabl e interface allows a class to nominate its own
replacement just before serializing the object to the stream. The Resol vabl e
interface allows a class to nominate its own replacement when reading an object
from the stream.

® Modified serialization to use the JIDK™ 1.2 security model. There is a check for
Seri al i zabl ePerni ssi on “enabl eSubstitution” withinthe
oj ect | nput Stream enabl eRepl ace and
Obj ect Qut put St r eam enabl eResol ve methods. See Section 2.1, “The
ObjectOutputStream Class” and Section 3.1, “The ObjectlnputStream Class.”

® Updated wr i t eObj ect 'sexception handler to write handled | OExcept i onsinto
the stream. See Section 2.1, “The ObjectOutputStream Class.”
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July 3, 1997

Updatesfor JDK™ 1.2 Alpha

® Documented the requirements for specifying the serialized state of classes. See
Section 1.5, “Defining Serializable Fields for a Class”

® Added the Serializable Fields API to alow classes more flexibility in accessing the
serialized fields of a class. The stream protocol is unchanged. See Section 1.7,
“Accessing Serializable Fields of a Class,” Section 2.2, “The
ObjectOutputStream.PutField Class,” and Section 3.2, “The
ObjectlnputStream.GetField Class.”

® Clarified that field descriptors and data are written to and read from the stream in
canonical order. See Section 4.1, “The ObjectStreamClass Class”
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SystemArchitecture

Topics:

Overview

Writing to an Object Stream

Reading from an Object Stream

Object Streams as Containers

Defining Serializable Fields for a Class
Documenting Serializable Fields and Data for a Class
Accessing Serializable Fields of a Class
The ObjectOutput Interface

The Objectinput Interface

The Serializable Interface

The Externalizable Interface
Serialization of Enum Constants
Protecting Sensitive Information

1.1 Overview

The ability to store and retrieve Java™ objects is essential to building all but the most
transient applications. The key to storing and retrieving objects in a serialized form is
representing the state of objects sufficient to reconstruct the object(s). Objects to be
saved in the stream may support either the Ser i al i zabl e or the Ext er nal i zabl e
interface. For Java™ objects, the serialized form must be able to identify and verify the
Java™ class from which the contents of the object were saved and to restore the
contents to a new instance. For serializable objects, the stream includes sufficient

Page 1



1]l
=

information to restore the fields in the stream to a compatible version of the class. For
Externalizable objects, the class is solely responsible for the external format of its
contents.

Objects to be stored and retrieved frequently refer to other objects. Those other objects
must be stored and retrieved at the same time to maintain the relationships between the
objects. When an object is stored, all of the objects that are reachable from that object
are stored as well.

The goals for serializing Java™ objects are to:

® Have asimple yet extensible mechanism.

® Maintain the Java™ object type and safety properties in the serialized form.

® Be extensible to support marshaling and unmarshaling as needed for remote objects.
® Be extensible to support simple persistence of Java™ objects.

® Require per class implementation only for customization.

® Allow the object to define its external format.

1.2 Writing to an Object Sream

Page 2

Writing objects and primitives to a stream is a straightforward process. For example:

/1 Serialize today’'s date to a file.
FileQutputStreamf = new Fil eQutputStrean("tm");
Obj ect Qut put s = new Obj ect Qut put Strean(f);
s.writeQhject("Today");
s.writeCbject(new Date());
s.flush();

First an Qut put St ream in thiscase aFi | eQut put St r eam is needed to receive the
bytes. Then an Obj ect Qut put St r eamis created that writes to the

Fi | eQut put St r eam Next, the string “Today” and a Date object are written to the
stream. More generally, objects are written with the wr i t eCbj ect method and
primitives are written to the stream with the methods of Dat aCut put .

Thewr i t eObj ect method (see Section 2.3, “ The writeObject Method”) serializes the
specified object and traverses its references to other objects in the object graph
recursively to create a complete serialized representation of the graph. Within a stream,
the first reference to any object results in the object being serialized or externalized
and the assignment of a handle for that object. Subsequent references to that object are
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encoded as the handle. Using object handles preserves sharing and circular references
that occur naturally in object graphs. Subsequent references to an object use only the
handle allowing a very compact representation.

Specia handling is required for arrays, enum constants, and objects of type d ass,
Obj ect Streand ass, and St ri ng. Other objects must implement either the

Seri al i zabl e or the Ext er nal i zabl e interface to be saved in or restored from a
stream.

Primitive data types are written to the stream with the methods in the Dat aCut put
interface, suchaswritel nt,witeFl oat,orwiteUTF Individual bytesand arrays
of bytes are written with the methods of Qut put St r eam Except for serializable
fields, primitive data is written to the stream in block-data records, with each record
prefixed by a marker and an indication of the number of bytes in the record.

bj ect Qut put St r eamcan be extended to customize the information about classesin
the stream or to replace objects to be serialized. Refer to the annot at eCl ass and
r epl aceObj ect method descriptions for details.

1.3 Reading froman Object Stream

Chapter 1: System Architecture

Reading an aobject from a stream, like writing, is straightforward:

/1 Deserialize a string and date froma file.
FilelnputStreamin = new Fil el nput Strean(“tnp”);
Obj ect I nput Stream s = new Cbj ect | nput St reant(in);
String today = (String)s.readject();
Date date = (Date)s.readObject();

First an | nput St ream in this case aFi | el nput St r eam is needed as the source
stream. Then an Qbj ect | nput St r eamis created that reads from the | nput St r eam
Next, the string “Today” and a Date object are read from the stream. Generally, objects
are read with the r eadObj ect method and primitives are read from the stream with
the methods of Dat al nput .

Ther eadObj ect method deserializes the next object in the stream and traverses its
references to other objects recursively to create the complete graph of objects
serialized.

Primitive data types are read from the stream with the methods in the Dat al nput
interface, such asr eadl nt, r eadFl oat, or r eadUTF. Individual bytes and arrays of
bytes are read with the methods of | nput St r eam Except for serializable fields,
primitive data is read from block-data records.
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bj ect | nput St r eamcan be extended to utilize customized information in the
stream about classes or to replace objects that have been deserialized. Refer to the
resol veCl ass and r esol veOhj ect method descriptions for details.

1.4 Object Sreamsas Containers

Object Serialization produces and consumes a stream of bytes that contain one or more
primitives and objects. The objects written to the stream, in turn, refer to other objects,
which are also represented in the stream. Object Serialization produces just one stream
format that encodes and stores the contained objects.

Each abject that acts as a container implements an interface which allows primitives
and objects to be stored in or retrieved from it. These interfaces are the
hj ect Qut put and hj ect | nput interfaces which:

® Provide a stream to write to and to read from
® Handle requests to write primitive types and objects to the stream

® Handle requests to read primitive types and objects from the stream

Each object which is to be stored in a stream must explicitly allow itself to be stored
and must implement the protocols needed to save and restore its state. Object
Serialization defines two such protocols. The protocols allow the container to ask the
object to write and read its state.

To be stored in an Object Stream, each object must implement either the
Seri al i zabl e or the Ext er nal i zabl e interface:

® ForaSerializabl e class, Object Serialization can automatically save and
restore fields of each class of an object and automatically handle classes that evolve
by adding fields or supertypes. A serializable class can declare which of its fields
are saved or restored, and write and read optional values and objects.

® For an Ext er nal i zabl e class, Object Serialization delegates to the class
complete control over its external format and how the state of the supertype(s) is
saved and restored.

1.5 Defining Serializable Fieldsfor a Class

The serializable fields of a class can be defined two different ways. Default serializable
fields of a class are defined to be the non-transient and non-static fields. This default
computation can be overridden by declaring a special field in the Seri al i zabl e
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class, seri al Persi st ent Fi el ds. This field must be initialized with an array of
Obj ect St reanfFi el d objects that list the names and types of the serializable fields.
The modifiers for the field are required to be private, static, and final.

For example, the following declaration duplicates the default behavior.

class List inplenments Serializable {
Li st next;

private static final ObjectStreantield[] serialPersistentFields
= {new nj ect StreanFi el d(“next”, List.class)};

}

By using seri al Per si st ent Fi el ds to define the Serializable fields for a class,
there no longer is alimitation that a serializable field must be a field within the current
definition of the Seri al i zabl e class. Thewr i t eObj ect and r eadObj ect
methods of the Ser i al i zabl e class can map the current implementation of the class
to the serializable fields of the class using the interface that is described in Section 1.7,
“Accessing Serializable Fields of a Class.” Therefore, the fieldsfor aSeri al i zabl e
class can change in a later release, as long as it maintains the mapping back to its
Serializable fields that must remain compatible across release boundaries.

Note — There is, however, a limitation to the use of this mechanism to specify
serializable fields for inner classes. Inner classes can only contain final static fields that
are initialized to constants or expressions built up from constants. Consequently, it is
not possible to set seri al Per si st ent Fi el ds for an inner class (though it is
possible to set it for static member classes). For other restrictions pertaining to
seriadlization of inner class instances, see section Section 1.10, “The Serializable
Interface”.

1.6 Documenting Serializable Fieldsand Data for a Class

Chapter 1: System Architecture

It is important to document the serializable state of a class to enable interoperability
with aternative implementations of a Serializable class and to document class
evolution. Documenting a serializable field gives one a final opportunity to review
whether or not the field should be serializable. The serialization javadoc tags,
@erial, @erial Field, and @eri al Dat a, provide a way to document the
serialized form for a Serializable class within the source code.
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® The @eri al tag should be placed in the javadoc comment for a default
serializable field. The syntax is as follows:

@eri al field-description

The optional field-description describes the meaning of the field and its acceptable
values. The field-description can span multiple lines. When afield is added after the
initial release, a @i nce tag indicates the version the field was added. The field-
description for @eri al provides serialization-specific documentation and is
appended to the javadoc comment for the field within the serialized form
documentation.

® The @eri al Fi el d tag is used to document an Cbj ect St r eanFi el d component
of aseri al Persi st ent Fi el ds array. One of these tags should be used for each
Obj ect St reanFi el d component. The syntax is as follows:

@eri al Fi el d field-name field-type field-description

® The @eri al Dat a tag describes the sequences and types of data written or read.
The tag describes the sequence and type of optional data written by wr i t eObj ect
or al data written by the Ext er nal i zabl e. wri t eExt er nal method. The
syntax is as follows:

@eri al Dat a data-description

The javadoc application recognizes the serialization javadoc tags and generates a
specification for each Serializable and Externalizable class. See Section C.1, “Example
Alternate Implementation of java.io.File” for an example that uses these tags.

When a class is declared Serializable, the serializable state of the object is defined by
serializable fields (by name and type) plus optional data. Optional data can only be
written explicitly by thewr i t eQbj ect method of aSeri al i zabl e class. Optional
data can be read by the Seri al i zabl e class' r eadCbj ect method or serialization
will skip unread optional data.

When a class is declared Externalizable, the data that is written to the stream by the
class itself defines the serialized state. The class must specify the order, types, and
meaning of each datum that is written to the stream. The class must handle its own
evolution, so that it can continue to read data written by and write data that can be read
by previous versions. The class must coordinate with the superclass when saving and
restoring data. The location of the superclasses data in the stream must be specified.
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The designer of a Serializable class must ensure that the information saved for the
class is appropriate for persistence and follows the serialization-specified rules for
interoperability and evolution. Class evolution is explained in greater detail in
Chapter 5, “Versioning of Serializable Objects.”

1.7 Accessing Serializable Fieldsof a Class

Serialization provides two mechanisms for accessing the serializable fields in a stream:
® The default mechanism requires no customization

® The Serializable Fields API allows a class to explicitly access/set the serializable
fields by name and type

The default mechanism is used automatically when reading or writing objects that
implement the Seri al i zabl e interface and do no further customization. The
serializable fields are mapped to the corresponding fields of the class and values are
either written to the stream from those fields or are read in and assigned respectively.
If the class provideswr i t eQbj ect and r eadhj ect methods, the default
mechanism can be invoked by calling def aul t Wit eObj ect and

def aul t ReadObj ect. Whenthewr i t eQbj ect and r eadCbj ect methods are
implemented, the class has an opportunity to modify the serializable field values before
they are written or after they are read.

When the default mechanism cannot be used, the serializable class can use the

put Fi el ds method of Obj ect Qut put St r eamto put the values for the serializable
fieldsinto the stream. Thewr i t eFi el ds method of Obj ect Qut put St r eamputs the
values in the correct order, then writes them to the stream using the existing protocol
for serialization. Correspondingly, the r eadFi el ds method of

Obj ect | nput St r eamreads the values from the stream and makes them available to
the class by name in any order. See Section 2.2, “The ObjectOutputStream.PutField
Class” and Section 3.2, “The ObjectinputStream.GetField Class.” for a detailed
description of the Serializable Fields API.

1.8 The ObjectOutput Interface

The Qbj ect Qut put interface provides an abstract, stream-based interface to object
storage. It extends the Dat aCut put interface so those methods can be used for writing
primitive data types. Objects that implement this interface can be used to store
primitives and objects.
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package java.io;

public interface bjectQutput extends DataCutput

{
public void witeGObject(Object obj) throws | CException;
public void wite(int b) throws | CException;
public void wite(byte b[]) throws | OException;
public void wite(byte b[], int off, int | en) throws | OException;
public void flush() throws | OException;
public void close() throws | OException;

}

The writeObject method is used to write an object. The exceptions thrown reflect
errors while accessing the object or its fields, or exceptions that occur in writing to
storage. If any exception is thrown, the underlying storage may be corrupted. If this
occurs, refer to the object that is implementing this interface for more information.

1.9 TheObjectinput Interface

Page 8

The Qbj ect | nput interface provides an abstract stream based interface to object
retrieval. It extends the Dat al nput interface so those methods for reading primitive
data types are accessible in this interface.

package java.io;

public interface bjectlnput extends Datal nput

{
public Onject readject()
t hrows C assNot FoundException, | CExcepti on;
public int read() throws | CException;
public int read(byte b[]) throws | OException;
public int read(byte b[], int off, int len) throws | COException;
public I ong skip(long n) throws | CException;
public int available() throws | OException;
public void close() throws | OException;
}

Ther eadhj ect method is used to read and return an object. The exceptions thrown
reflect errors while accessing the objects or its fields or exceptions that occur in
reading from the storage. If any exception is thrown, the underlying storage may be
corrupted. If this occurs, refer to the object implementing this interface for additional
information.
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1.10 TheSerializableInterface

Chapter 1: System Architecture

Object Serialization produces a stream with information about the Java™ classes for
the objects which are being saved. For serializable objects, sufficient information is
kept to restore those objects even if a different (but compatible) version of the
implementation of the class is present. The Seri al i zabl e interface is defined to
identify classes which implement the serializable protocol:

package java.io;
public interface Serializable {};
A Serializable class must do the following:

® |Implement thej ava. i 0. Seri al i zabl e interface

® |dentify the fields that should be serializable

(Usethe seri al Persi st ent Fi el ds member to explicitly declare them
serializable or use the transient keyword to denote nonserializable fields.)

® Have access to the no-arg constructor of its first nonserializable superclass

The class can optionally define the following methods:

®* AwiteObject method to control what information is saved or to append
additional information to the stream

®* A readOoj ect method either to read the information written by the corresponding
wr i t eObj ect method or to update the state of the object after it has been restored

® A witeRepl ace method to allow a class to nominate a replacement object to be
written to the stream

(See Section 2.5, “The writeReplace Method” for additional information.)

®* A readResol ve method to allow a class to designate a replacement object for the
object just read from the stream

(See Section 3.7, “The readResolve Method” for additional information.)

bj ect Qut put St reamand Ohj ect | nput St r eamallow the serializable classes on
which they operate to evolve (allow changes to the classes that are compatible with the
earlier versions of the classes). See Section 5.5, “ Compatible Java™ Type Evolution”
for information about the mechanism which is used to allow compatible changes.
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Note — Serialization of inner classes (i.e., nested classes that are not static member
classes), including local and anonymous classes, is strongly discouraged for several
reasons. Because inner classes declared in non-static contexts contain implicit non-
transient references to enclosing class instances, serializing such an inner class
instance will result in serialization of its associated outer class instance as well.
Synthetic fields generated by j avac (or other Java™ compilers) to implement inner
classes are implementation dependent and may vary between compilers; differencesin
such fields can disrupt compatibility as well as result in conflicting default

seri al Ver si onUl D values. The names assigned to local and anonymous inner
classes are also implementation dependent and may differ between compilers. Since
inner classes cannot declare static members other than compile-time constant fields,
they cannot usethe ser i al Per si st ent Fi el ds mechanism to designate serializable
fields. Finally, because inner classes associated with outer instances do not have zero-
argument constructors (constructors of such inner classes implicitly accept the
enclosing instance as a prepended parameter), they cannot implement

Ext er nal i zabl e. None of the issues listed above, however, apply to static member
classes.

1.11 TheExternalizableInterface

Page 10

For Externalizable objects, only the identity of the class of the object is saved by the
container; the class must save and restore the contents. The Ext er nal i zabl e
interface is defined as follows:

package java.io;

public interface Externalizable extends Serializable

{
public void witeExternal (CbjectQutput out)

t hrows | OExcepti on;

public void readExternal (Objectlnput in)
throws | OException, java.lang.d assNot FoundExcepti on;

}
The class of an Externalizable object must do the following:
® Implement thej ava. i 0. Ext er nal i zabl e interface

®* Implement awr it eExt er nal method to save the state of the object
(It must explicitly coordinate with its supertype to save its state.)

Java™ Object Serialization Specification
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®* Implement ar eadExt er nal method to read the data written by the
wr i t eExt er nal method from the stream and restore the state of the object

(It must explicitly coordinate with the supertype to save its state.)

®* Havethewr it eExternal andreadExternal methods be solely responsible for
the format, if an externally defined format is written

Note — Thewr i t eExt er nal and r eadExt er nal methods are public and raise the
risk that a client may be able to write or read information in the object other than by
using its methods and fields. These methods must be used only when the information
held by the object is not sensitive or when exposing it does not present a security risk.

® Have a public no-arg constructor

Note — Inner classes associated with enclosing instances cannot have no-arg
constructors, since constructors of such classes implicitly accept the enclosing instance
as a prepended parameter. Consequently the Ext er nal i zabl e interface mechanism
cannot be used for inner classes and they should implement the Ser i al i zabl e
interface, if they must be serialized. Several limitations exist for serializable inner
classes as well, however; see Section 1.10, “The Serializable Interface”, for a full
enumeration.

An Externalizable class can optionally define the following methods:

* A witeRepl ace method to allow a class to nominate a replacement object to be
written to the stream
(See Section 2.5, “The writeReplace Method” for additional information.)

* A readResol ve method to allow a class to designate a replacement object for the
object just read from the stream

(See Section 3.7, “The readResolve Method” for additional information.)

1.12 Serialization of Enum Constants

Chapter 1: System Architecture

Enum constants are serialized differently than ordinary serializable or externalizable
objects. The serialized form of an enum constant consists solely of its name; field
values of the constant are not present in the form. To serialize an enum constant,
Obj ect Qut put St r eamwrites the value returned by the enum constant’s nare
method. To deserialize an enum constant, Cbj ect | nput St r eamreads the constant
name from the stream; the deserialized constant is then obtained by calling the
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java. |l ang. Enum val ueOr method, passing the constant’s enum type along with
the received constant name as arguments. Like other serializable or externalizable
objects, enum constants can function as the targets of back references appearing
subsequently in the serialization stream.

The process by which enum constants are serialized cannot be customized: any class-
specific wri t eQoj ect, readObj ect, r eadCbj ect NoDat a, wri t eRepl ace, and
r eadResol ve methods defined by enum types are ignored during serialization and
deserialization. Similarly, any seri al Persi st ent Fi el ds or seri al Ver si onUl D
field declarations are also ignored--all enum types have a fixed seri al Ver si onUl D
of OL. Documenting serializable fields and data for enum types is unnecessary, since
there is no variation in the type of data sent.

1.13 Protecting Sensitive Information

When developing a class that provides controlled access to resources, care must be
taken to protect sensitive information and functions. During deserialization, the private
state of the object is restored. For example, a file descriptor contains a handle that
provides access to an operating system resource. Being able to forge a file descriptor
would allow some forms of illegal access, since restoring state is done from a stream.
Therefore, the serializing runtime must take the conservative approach and not trust the
stream to contain only valid representations of objects. To avoid compromising a class,
the sensitive state of an object must not be restored from the stream, or it must be
reverified by the class. Several techniques are available to protect sensitive data in
classes.

The easiest technique is to mark fields that contain sensitive dataas pri vat e
transi ent . Transient fields are not persistent and will not be saved by any
persistence mechanism. Marking the field will prevent the state from appearing in the
stream and from being restored during deserialization. Since writing and reading (of
private fields) cannot be superseded outside of the class, the transient fields of the class
are safe.

Particularly sensitive classes should not be serialized at all. To accomplish this, the
object should not implement either the Seri al i zabl e or the Ext er nal i zabl e
interface.

Page 12 Java™ Object Serialization Specification
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Some classes may find it beneficial to allow writing and reading but specifically handle
and revalidate the state as it is deserialized. The class should implement

wr it eObj ect and r eadObj ect methods to save and restore only the appropriate
state. If access should be denied, throwing a Not Ser i al i zabl eExcepti on will
prevent further access.

Chapter 1: System Architecture Page 13
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Object Output Classes

Topics:

The ObjectOutputStream Class

The ObjectOutputStream.PutField Class
The writeObject Method

The writeExternal Method

The writeReplace Method

The useProtocol Version Method

2.1 The ObjectOutputStream Class

Class Obj ect Qut put St r eamimplements object seriaization. It maintains the state
of the stream including the set of objects already serialized. Its methods control the
traversal of objects to be serialized to save the specified objects and the objects to
which they refer.

package java.io;
public class ObjectQutput Stream
ext ends CQut put Stream
i mpl ements bj ect Qut put, Obj ect StreanConst ants

publ i c Obj ect Qut put St r ean( Qut put St ream out)
t hrows | OExcepti on;

public final void witeObject(Cbject obj)
t hrows | OExcepti on;
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public void witeUnshared(Cbject obj)
t hrows | OExcepti on;

public void defaul tWiteObject()
throws | CException, Not ActiveException;

public PutField putFields()
t hrows | OExcepti on;

public witeFields()
t hrows | OExcepti on;

public void reset() throws | OException;
protected void annotateC ass(C ass cl) throws | CExcepti on;

protected void wited assDescri ptor(QojectStreanC ass desc)
t hrows | OExcepti on;

protected Object replaceObject(Object obj) throws | CException;

prot ect ed bool ean enabl eRepl aceOhj ect (bool ean enabl e)
throws SecurityException;

protected void witeStreanHeader () throws | OException;

public void wite(int data) throws | OException;

public void wite(byte b[]) throws | OException;

public void wite(byte b[], int off, int |en) throws | OException;
public void flush() throws | OException;

protected void drain() throws | OException;

public void close() throws | OException;

public void witeBool ean(bool ean data) throws | OException;
public void witeByte(int data) throws | CException;

public void witeShort(int data) throws | OException;

public void witeChar(int data) throws | CException;
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public void witelnt(int data) throws | OException;
public void witelLong(long data) throws | OException;
public void witeFloat(float data) throws | OException;
public void witeDoubl e(doubl e data) throws | OException;
public void witeBytes(String data) throws | OException;
public void witeChars(String data) throws | CExcepti on;
public void witeUTF(String data) throws | OException;

/1 Inner class to provide access to serializable fields.
abstract static public class PutField
{
public void put(String name, bool ean val ue)
throws | OException, |11 egal Argument Excepti on;

public void put(String name, char data)
throws | OException, |l egal Argunent Excepti on;

public void put(String name, byte data)
throws | OException, |11 egal Argument Excepti on;

public void put(String name, short data)
throws | OException, |l egal Argunent Excepti on;

public void put(String nanme, int data)
throws | OException, |11 egal Argument Excepti on;

public void put(String name, |ong data)
throws | OException, |l egal Argunent Excepti on;

public void put(String name, float data)
throws | OException, |11 egal Argument Excepti on;

public void put(String nanme, doubl e data)
throws | OException, |l egal Argunent Excepti on;

public void put(String name, Object data)

throws | OException, |11 egal Argument Excepti on;
}

public void useProtocol Versi on(int version) throws | CExcepti on;

Chapter 2: Object Output Classes Page 17
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prot ect ed Obj ect Qut put Streant()
throws | CExcepti on;

protected witeQhjectOverride()
t hrows Not Acti veException, | CException;

}

The single-argument Cbj ect Qut put St r eamconstructor creates an

Obj ect Qut put St r eamthat serializes objects to the given Qut put St ream The
constructor callswr i t eSt r eanHeader to write a magic number and version to the
stream that will be read and verified by a corresponding call to r eadSt r eanHeader
in the single-argument Obj ect | nput St r eamconstructor. If a security manager is
installed, this constructor checks for the “ enabl eSubcl assl npl enent ati on”
Seri al i zabl ePer m ssi on when invoked directly or indirectly by the constructor
of a subclass which overrides the put Fi el ds and/or wr i t eUnshar ed methods.

Thew i t eObj ect method is used to serialize an object to the stream. An object is

serialized as follows:

1.

If a subclass is overriding the implementation, call the
wr i t eCbj ect Overri de method and return. Overriding the implementation is
described at the end of this section.

. If thereis data in the block-data buffer, the data is written to the stream and

the buffer is reset.
If the object is null, null is put in the stream and wr i t eCbj ect returns.

If the object has been previously replaced, as described in Step 8, write the
handle of the replacement to the stream and wri t eCbj ect returns.

If the object has already been written to the stream, its handle iswritten to the
stream and wri t eCoj ect returns.

. If the object isa d ass, the corresponding Cbj ect St r eanCl ass iswritten to

the stream, a handle is assigned for the class, and wri t eCbj ect returns.

If the object isan Obj ect St reanC ass, a handleis assigned to the object,
after which it iswritten to the stream using one of the class descriptor formats
described in section 4.3. In versions 1.3 and later of the Java™ 2 SDK,
Standard Edition, thewri t eCl assDescri pt or method is called to output the
Obj ect StreanC ass if it represents a class that is not a dynamic proxy class,
as determined by passing the associated Cl ass object to thei sProxyd ass
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10.

11.

method of j ava. | ang. refl ect. Proxy. Afterwards, an annotation for the
represented class is written: if the classis a dynamic proxy class, then the
annot at ePr oxyCl ass method is called; otherwise, the annot at ed ass
method is called. Thewr it eObj ect method then returns.

Process potential substitutions by the class of the object and/or by a subclass of
Obj ect | nput St ream

a. If the class of an object is not an enum type and defines the appropriate
wr i t eRepl ace method, the method is called. Optionally, it can return a
substitute object to be serialized.

b. Then, if enabled by calling the enabl eRepl aceCbj ect method, the
repl aceQbj ect method is called to allow subclasses of
Obj ect Qut put St r eamto substitute for the object being serialized. If the
original object was replaced in the previous step, ther epl aceObj ect
method is called with the replacement object.
If the original object was replaced by either one or both steps above, the mapping
from the original object to the replacement is recorded for later use in Step 4. Then,
Steps 3 through 7 are repeated on the new object.

If the replacement object is not one of the types covered by Steps 3 through 7,
processing resumes using the replacement object at Step 10.

. If theobject isajava. | ang. String, thestringiswritten aslength

infor mation followed by the contents of the string encoded in modified UTF-8.
For details, refer to Section 6.2, “ Stream Elements’. A handle is assigned to
the string, and wri t eCbj ect returns.

If the object isan array, wri t eCbj ect iscalled recursively to write the

Obj ect StreantCl ass of the array. The handle for the array is assigned. It is
followed by the length of the array. Each element of the array isthen written to
the stream, after which wri t eCbj ect returns.

If the object is an enum constant, the Cbj ect St r eand ass for the enum type
of the constant is written by recursively callingwri t eObj ect. It will appear
in the stream only thefirst time it isreferenced. A handleis assigned for the
enum constant. Next, the value returned by the name method of the enum
constant iswritten asa St ri ng object, as described in step 9. Note that if the
same name string has appeared previously in the stream, a back referenceto it
will be written. Thewr i t eObj ect method then returns.

Page 19



1]l
N

Page 20

12. For regular objects, the Obj ect Streant ass for the class of the object is
written by recursively calling wri t eQbj ect . It will appear in the stream only
thefirst timeit isreferenced. A handleis assigned for the object.

13. The contents of the object are written to the stream.

a. If the object is serializable, the highest serializable classis located. For that
class, and each derived class, that class's fields are written. If the class does
not have awr i t eObj ect method, the def aul t Wit eQbj ect method is
called to write the serializable fields to the stream. If the class does have a
wr it eObj ect method, it iscalled. It may call def aul t Wit eCbj ect or
put Fi el ds and wri t eFi el ds to save the state of the object, and then it
can write other information to the stream.

b. If the object is externalizable, the wr i t eExt er nal method of the object is
called.

c. If the object is neither serializable or externalizable, the
Not Seri al i zabl eExcepti on isthrown.

Exceptions may occur during the traversal or may occur in the underlying stream. For
any subclass of | OExcept i on, the exception is written to the stream using the
exception protocol and the stream state is discarded. If a second | CExcepti on is
thrown while attempting to write the first exception into the stream, the stream is left
in an unknown state and St r eantCor r upt edExcept i on isthrown from

wr i t eObj ect . For other exceptions, the stream is aborted and left in an unknown and
unusable state.

Thewr i t eUnshar ed method writes an "unshared" object to the

Obj ect Qut put St ream This method is identical to wri t eObj ect, except that it
always writes the given object as a new, unique object in the stream (as opposed to a
back-reference pointing to a previously serialized instance). Specifically:

® An object written viawr i t eUnshar ed is aways serialized in the same manner as
a newly appearing object (an object that has not been written to the stream yet),
regardless of whether or not the object has been written previously.

® |f witeObject isusedtowrite an object that has been previously written with
wr i t eUnshar ed, the previouswr i t eUnshar ed operation istreated asif it werea
write of a separate object. In other words, Qbj ect Qut put St r eamwill never
generate back-references to object data written by callsto wri t eUnshar ed.
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While writing an object viawr i t eUnshar ed does not in itself guarantee a unique
reference to the object when it is deserialized, it allows a single object to be defined
multiple times in a stream, so that multiple calls to the

bj ect | nput Stream r eadUnshar ed method (see Section 3.1, “The
ObjectinputStream Class’) by the receiver will not conflict. Note that the rules
described above only apply to the base-level object written with wr i t eUnshar ed, and
not to any transitively referenced sub-objects in the object graph to be serialized.

The def aul t Wit eObj ect method implements the default serialization mechanism
for the current class. This method may be called only from a class'swri t eQoj ect
method. The method writes all of the serializable fields of the current class to the
stream. If called from outside the wr i t eCbj ect method, the

Not Act i veExcept i on isthrown.

The put Fi el ds method returns a Put Fi el d object the caller uses to set the values of
the serializable fields in the stream. The fields may be set in any order. After all of the
fields have been set, wri t eFi el ds must be called to write the field values in the
canonical order to the stream. If afield is not set, the default value appropriate for its
type will be written to the stream. This method may only be called from within the
wri t eCbj ect method of a serializable class. It may not be called more than once or
if def aul t Wit eQoj ect has been called. Only after wri t eFi el ds has been called
can other data be written to the stream.

The r eset method resets the stream state to be the same as if it had just been
constructed. Reset will discard the state of any objects aready written to the stream.
The current point in the stream is marked as reset, so the corresponding

Obj ect I nput St reamwill reset at the same point. Objects previously written to the
stream will not be remembered as already having been written to the stream. They will
be written to the stream again. Thisis useful when the contents of an object or objects
must be sent again. Reset may not be called while objects are being serialized. If
called inappropriately, an | OExcept i on is thrown.

Starting with the Java™ 2 SDK, Standard Edition, v1.3, the

writed assDescri pt or method is called when an Qbj ect St r eanC ass needs to
be serialized. wri t eCl assDescri pt or isresponsible for writing a representation of
the Ohj ect St reanC ass to the serialization stream. Subclasses may override this
method to customize the way in which class descriptors are written to the serialization
stream. If this method is overridden, then the corresponding r eadC assDescr i pt or
method in Cbj ect | nput St r eamshould also be overridden to reconstitute the class
descriptor from its custom stream representation. By default,

wr it ed assDescri pt or writes class descriptors according to the format specified
in Section 6.4, “Grammar for the Stream Format”. Note that this method will only be
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called if the bj ect Qut put St r eamis not using the old serialization stream format
(see Section 6.3, “Stream Protocol Versions’). If the serialization stream is using the
old format (Qbj ect St r eantConst ant s. PROTOCOL_VERSI ON_1), the class
descriptor will be written internally in a manner that cannot be overridden or
customized.

The annot at eCl ass method is called while a Cl ass is being serialized, and after
the class descriptor has been written to the stream. Subclasses may extend this method
and write other information to the stream about the class. This information must be
read by the r esol veCd ass method in a corresponding Obj ect | nput St r eam
subclass.

An Obj ect Qut put St r eamsubclass can implement the r epl aceObj ect method to
monitor or replace objects during serialization. Replacing objects must be enabled
explicitly by calling enabl eRepl aceObj ect before calling wri t eQoj ect with the
first object to be replaced. Once enabled, r epl acebj ect is caled for each object
just prior to serializing the object for the first time. Note that the r epl aceoj ect
method is not called for objects of the specially handled classes, Cl ass and

Obj ect StreanCl ass. An implementation of a subclass may return a substitute
object that will be serialized instead of the original. The substitute object must be
serializable. All references in the stream to the original object will be replaced by the
substitute object.

When objects are being replaced, the subclass must ensure that the substituted object is
compatible with every field where the reference will be stored, or that a
complementary substitution will be made during deserialization. Objects, whose typeis
not a subclass of the type of the field or array element, will later abort the
deserialization by raising a Cl assCast Except i on and the reference will not be
stored.

The enabl eRepl acebj ect method can be called by trusted subclasses of

Obj ect Qut put St r eamto enable the substitution of one object for another during
serialization. Replacing objects is disabled until enabl eRepl ace(bj ect is called
with at rue value. It may thereafter be disabled by setting it to f al se. The previous
setting is returned. The enabl eRepl aceCbj ect method checks that the stream
requesting the replacement can be trusted. To ensure that the private state of objectsis
not unintentionally exposed, only trusted stream subclasses may user epl aceQbj ect .
Trusted classes are those classes that belong to a security protection domain with
permission to enable Serializable substitution.
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If the subclass of Obj ect Qut put St r eamis not considered part of the system
domain, Seri al i zabl ePer mi ssi on “enabl eSubstitution” must be added to
the security policy file. AccessCont r ol Except i on isthrown if the protection
domain of the subclass of Obj ect | nput St r eam does not have permission to
“enabl eSubstituti on” by calling enabl eRepl aceObj ect . See the document
Java™ Security Architecture (JDK1.2) for additional information about the security
model.

Thewr it eSt reantHeader method writes the magic number and version to the
stream. This information must be read by the r eadSt r eanHeader method of

Obj ect | nput St r eam Subclasses may need to implement this method to identify the
stream’s unique format.

The f | ush method is used to empty any buffers being held by the stream and to
forward the flush to the underlying stream. The dr ai n method may be used by
subclassers to empty only the Qbj ect Qut put St r eanis buffers without forcing the
underlying stream to be flushed.

All of the write methods for primitive types encode their values using a

Dat aQut put St r eamto put them in the standard stream format. The bytes are
buffered into block data records so they can be distinguished from the encoding of
objects. This buffering allows primitive data to be skipped if necessary for class
versioning. It also allows the stream to be parsed without invoking class-specific
methods.

To override the implementation of serialization, the subclass of

Obj ect Qut put St r eam should call the protected no-arg Obj ect Qut put St r eam
constructor. There is a security check within the no-arg constructor for

Seri al i zabl ePer m ssi on “enabl eSubcl assl npl enent ati on” to ensure
that only trusted classes are allowed to override the default implementation. This
constructor does not allocate any private data for Cbj ect Qut put St r eamand sets a
flag that indicates that the final wri t eCbj ect method should invoke the

wri t eCbj ect Overri de method and return. All other Cbj ect Qut put St r eam
methods are not final and can be directly overridden by the subclass.

2.2 The ObjectOutputSream.PutField Class

Class Put Fi el d provides the API for setting values of the serializable fields for a
class when the class does not use default serialization. Each method puts the specified
named value into the stream. 1/0O exceptions will be thrown if the underlying stream
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throws an exception. An | | | egal Ar gunent Except i on isthrown if the name does
not match the name of afield declared for this object’s Qbj ect St r eand ass or if the
type of the value does not match the declared type of the serializable field.

2.3 ThewriteObject Method

For serializable objects, the wri t eObj ect method allows a class to control the
serialization of its own fields. Here is its signature;

private void witeQhject(ObjectQutputStream strean)
t hrows | OExcepti on;

Each subclass of a serializable object may define its own wr i t eCbj ect method. If a
class does not implement the method, the default serialization provided by

defaul t WiteObject will beused. When implemented, the class is only
responsible for writing its own fields, not those of its supertypes or subtypes.

The class'swri t e(bj ect method, if implemented, is responsible for saving the state
of the class. Either Cbj ect Qut put St r eanis def aul t Wit eObj ect or

wr i t eFi el ds method must be called once (and only once) before writing any
optional data that will be needed by the corresponding r eadCbj ect method to restore
the state of the object; even if no optional datais written, def aul t Wi t eObj ect or
wr it eFi el ds must still be invoked once. If def aul t Wit eQbj ect or

wr i t eFi el ds is not invoked once prior to the writing of optional data (if any), then
the behavior of instance deserialization is undefined in cases where the

Obj ect | nput St r eamcannot resolve the class which defined the wr i t eQbj ect
method in question.

The responsibility for the format, structure, and versioning of the optional data lies
completely with the class.

2.4 ThewriteExternal Method

Page 24

Objects implementing j ava. i 0. Ext er nal i zabl e must implement the

wri t eExt er nal method to save the entire state of the object. It must coordinate with
its superclasses to save their state. All of the methods of Obj ect Qut put are available
to save the object’s primitive typed fields and object fields.

public void witeExternal (ObjectQutput stream
t hrows | OExcepti on;
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A new default format for writing Externalizable data has been introduced in JDK™
1.2. The new format specifies that primitive data will be written in block data mode by
wri t eExt er nal methods. Additionally, a tag denoting the end of the External object
is appended to the stream after the wr i t eExt er nal method returns. The benefits of
this format change are discussed in Section 3.6, “ The readExternal Method.”
Compatibility issues caused by this change are discussed in Section 2.6, “The
useProtocol Version Method.”

2.5 ThewriteReplace Method

For Serializable and Externalizable classes, thewr i t eRepl ace method allows a class
of an object to nominate its own replacement in the stream before the object is written.
By implementing the wr i t eRepl ace method, a class can directly control the types
and instances of its own instances being serialized.

The method is defined as follows:

ANY- ACCESS- MODI FI ER hj ect witeReplace() {
throws Cbj ect StreanExcepti on;

Thew i t eRepl ace method is called when Obj ect Qut put St r eamis preparing to
write the object to the stream. The Qbj ect Qut put St r eamchecks whether the class
defines the wr i t eRepl ace method. If the method is defined, the wr i t eRepl ace
method is called to allow the object to designate its replacement in the stream. The
object returned should be either of the same type as the object passed in or an object
that when read and resolved will result in an object of atype that is compatible with al
references to the object. If it is not, a Cl assCast Except i on will occur when the
type mismatch is discovered.

2.6 TheuseProtocol \Version Method

Chapter 2: Object Output Classes

Due to a stream protocol change that was not backwards compatible, a mechanism has
been added to enable the current Virtual Machine to write a serialization stream that is
readable by a previous release. Of course, the problems that are corrected by the new
stream format will exist when using the backwards compatible protocoal.

Stream protocol versions are discussed in Section 6.3, “ Stream Protocol Versions.”

Page 25



1]l
N

Page 26

Java™ Object Serialization Specification



w
1]

Object Input Classes

Topics:

The ObjectinputStream Class

The ObjectInputStream.GetField Class
The ObjectinputValidation Interface
The readObject Method

The readExternal Method

The readResolve Method

3.1 TheObjectinputSreamClass

Class Obj ect | nput St r eamimplements object deserialization. It maintains the state
of the stream including the set of objects already deserialized. Its methods allow
primitive types and objects to be read from a stream written by

Obj ect Qut put St r eam It manages restoration of the object and the objects that it
refers to from the stream.

package java.io;
public class ObjectlnputStream
ext ends | nput Stream
i mpl ements Qbj ectlnput, ObjectStreanConstants

public OojectlnputStrean(lnputStreamin)
t hrows StreantCorrupt edException, | OException;
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public final Object readObject()
t hrows Opti onal Dat aExcepti on, C assNot FoundExcepti on,
| OExcepti on;
public Object readUnshared()
t hrows Opti onal Dat aException, C assNot FoundExcepti on,
| OExcepti on;
public void defaul t ReadObj ect ()
throws | OException, C assNot FoundExcepti on,
Not Act i veExcepti on;

public GetField readFields()
t hrows | OExcepti on;

public synchroni zed void registerValidation(
oj ect I nput Val i dation obj, int prio)
t hrows Not ActiveException, |nvalidObjectException;

prot ect ed Obj ect StreanCl ass readC assDescri ptor()
t hrows | OException, C assNot FoundExcepti on;

protected C ass resol ved ass(hj ect StreanC ass V)
t hrows | OException, C assNot FoundExcepti on;

protected Object resol veQbj ect (Object obj)
t hrows | OExcepti on;

prot ect ed bool ean enabl eResol veObj ect (bool ean enabl e)
throws SecurityException;

protected void readStreanteader ()
throws | OException, StreanCorruptedException;

public int read() throws | CException;

public int read(byte[] data, int offset, int Iength)
t hrows | OException

public int available() throws | OException;
public void close() throws | OException;
publ i c bool ean readBool ean() throws | CException;

public byte readByte() throws | OException;
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public int readUnsi gnedByte() throws | OException;
public short readShort() throws | CException;

public int readUnsi gnedShort() throws | OException;
public char readChar() throws | OException;

public int readlnt() throws | CException;

public | ong readLong() throws | OException;

public float readFloat() throws |CException;

publ i c doubl e readDoubl e() throws | OException;

public void readFul |l y(byte[] data) throws | OException;

public void readFul | y(byte[] data, int offset, int size)
throws | CExcepti on;

public int skipBytes(int |en) throws | OException;
public String readLine() throws | CException;
public String readUTF() throws | CExcepti on;

/1 Cass to provide access to serializable fields.
static abstract public class CGetField
{

public ObjectStreanCl ass get Obj ect St reanC ass();

public bool ean defaulted(String nane)
throws | OException, |l egal Argunent Excepti on;

public char get(String name, char default)
throws | OException, |11 egal Argument Excepti on;

public bool ean get (String nane, bool ean default)
throws | OException, |l egal Argunent Excepti on;

public byte get(String name, byte default)
throws | OException, |11 egal Argument Excepti on;

public short get(String name, short default)
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throws | OException, |11 egal Argument Excepti on;

public int get(String nanme, int default)
throws | OException, |1l egal Argunent Excepti on;

public long get(String name, |ong default)
throws | OException, |1l egal Argument Excepti on;

public float get(String nane, float default)
throws | OException, |1l egal Argunent Excepti on;

public double get(String nane, double default)
throws | OException, |1l egal Argument Excepti on;

public Object get(String nane, bject default)
throws | OException, |llegal Argunent Excepti on;
}

protected Object!| nput Stream()
t hrows StreantCorrupt edException, | OException;

protected readOhj ect Overri de()
t hrows Opti onal Dat aException, C assNot FoundExcepti on,
| OExcepti on;
}

The single-argument Cbj ect | nput St r eamconstructor requires an | nput St r eam
The constructor callsr eadSt r eantHeader to read and verifies the header and version
written by the corresponding Obj ect Qut put St ream wri t eSt r eanHeader
method. If a security manager is installed, this constructor checks for the

“enabl eSubcl assl npl enent ati on” Seri al i zabl ePer mi ssi on when invoked
directly or indirectly by the constructor of a subclass which overrides the

r eadFi el ds and/or r eadUnshar ed methods.

Note — The Obj ect | nput St r eamconstructor blocks until it completes reading the
serialization stream header. Code which waits for an Qbj ect | nput St r eamto be
constructed before creating the corresponding Obj ect Qut put St r eamfor that stream
will deadlock, since the Obj ect | nput St r eamconstructor will block until a header is
written to the stream, and the header will not be written to the stream until the

Obj ect Qut put St r eamconstructor executes. This problem can be resolved by
creating the Obj ect Qut put St r eambefore the Obj ect | nput St r eam or otherwise
removing the timing dependency between completion of Obj ect | nput St r eam
construction and the creation of the Cbj ect Qut put St r eam
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Ther eadObj ect method is used to deserialize an object from the stream. It reads
from the stream to reconstruct an object.

1. If the Qbj ect | nput St r eamsubclassis overriding the implementation,
call ther eadbj ect Overri de method and return. Reimplementation is
described at the end of this section.

2. If ablock data record occursin the stream, throw a Bl ockDat aExcepti on
with the number of available bytes.

3. If the object in the stream is null, return null.
4. If the object in the stream is a handle to a previous object, return the object.

5. If the object in the stream isa d ass, read its oj ect St r eanCl ass
descriptor, add it and its handle to the set of known objects, and return the
corresponding Cl ass abject.

6. If the object in the stream is an Obj ect Strean ass, read in its data
according to the formats described in section 4.3. Add it and its handle to the
set of known objects. In versions 1.3 and later of the Java™ 2 SDK, Standard
Edition, ther eadCl assDescri pt or method is called to read in the
Obj ect StreanC ass if it represents a class that is not a dynamic proxy class,
asindicated in the stream data. If the class descriptor represents a dynamic
proxy class, call ther esol veProxyC ass method on the stream to get the
local class for the descriptor; otherwise, call ther esol ved ass method on the
stream to get the local class. If the class cannot be resolved, throw a
ClassNotFoundException. Return the resulting Qoj ect St r eanCl ass object.

7. If theobject inthe stream isa Stri ng, read its length information followed by
the contents of the string encoded in modified UTF-8. For details, refer to
Section 6.2, “ Stream Elements’. Add the Stri ng and its handle to the set of
known objects, and proceed to Step 12.

8. If the object in the stream isan array, read its Cbj ect St r ean ass and the
length of the array. Allocate the array, and add it and its handle in the set of
known objects. Read each element using the appropriate method for its type
and assign it to the array. Proceed to Step 12.

9. If the object in the stream is an enum constant, read its Qbj ect St reanC ass
and the enum constant name. |f the Qbj ect St reanCl ass represents a class
that isnot an enum type, an | nval i dd assExcepti on isthrown. Obtain a
reference to the enum constant by calling the j ava. | ang. Enum val ueOt
method, passing the enum type bound to the received (bj ect St r eanCl ass
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10.

11.

along with the received name as arguments. If the val ueOf method throws an
I I I egal Argunent Exception, an | nval i dObj ect Excepti onisthrown with
thel | | egal Argunent Excepti on asitscause. Add the enum constant and its
handlein the set of known objects, and proceed to Step 12.

For all other objects, the Obj ect St r eanTl ass of the object isread from the
stream. The local class for that Cbj ect St reanC ass isretrieved. The class
must be serializable or externalizable, and must not be an enum type. If the
class does not satisfy these criteria, an | nval i dC assExcepti on isthrown.

An instance of the class is allocated. The instance and its handle are added to
the set of known objects. The contents restored appropriately:

a. For serializable objects, the no-arg constructor for the first non-serializable

supertypeis run. For serializable classes, the fields are initialized to the
default value appropriate for its type. Then the fields of each class are
restored by calling class-specific r eadQbj ect methods, or if these are not
defined, by calling the def aul t ReadChj ect method. Note that field
initializers and constructors are not executed for serializable classes during
deserialization. In the normal case, the version of the class that wrote the
stream will be the same as the class reading the stream. In this case, all of
the supertypes of the abject in the stream will match the supertypesin the
currently-loaded class. If the version of the class that wrote the stream had
different supertypes than the loaded class, the Obj ect | nput St r eammust
be more careful about restoring or initializing the state of the differing
classes. It must step through the classes, matching the available data in the
stream with the classes of the object being restored. Data for classes that
occur in the stream, but do not occur in the object, is discarded. For classes
that occur in the object, but not in the stream, the class fields are set to
default values by default serialization.

. For externalizable objects, the no-arg constructor for the classisrun and

then ther eadExt er nal method is called to restore the contents of the
object.

12. Process potential substitutions by the class of the object and/or by a subclass of

bj ect | nput St ream

a. If the class of the object is not an enum type and defines the appropriate

r eadResol ve method, the method is called to allow the object to replace
itself.
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b. Then if previously enabled by enabl eResol vebj ect, the
resol veQbj ect method is called to allow subclasses of the stream to
examine and replace the object. If the previous step did replace the original
object, ther esol veObj ect method is called with the replacement object.
If areplacement took place, the table of known objects is updated so the
replacement object is associated with the handle. The replacement object is then
returned from r eadoj ect .

All of the methods for reading primitives types only consume bytes from the block
data records in the stream. If aread for primitive data occurs when the next item in the
stream is an object, the read methods return - 1 or the EOFExcept i on as appropriate.
The value of a primitive type is read by a Dat al nput St r eamfrom the block data
record.

The exceptions thrown reflect errors during the traversal or exceptions that occur on
the underlying stream. If any exception is thrown, the underlying stream is left in an
unknown and unusable state.

When the reset token occurs in the stream, all of the state of the stream is discarded.
The set of known objects is cleared.

When the exception token occurs in the stream, the exception is read and a new
Wit eAbort edExcepti on isthrown with the terminating exception as an
argument. The stream context is reset as described earlier.

Ther eadUnshar ed method is used to read “unshared” objects from the stream. This
method is identical to r eadbj ect , except that it prevents subsequent calls to
readbj ect and r eadUnshar ed from returning additional references to the
deserialized instance returned by the original call to r eadUnshar ed. Specifically:

® |f readUnshar ed is called to deserialize a back-reference (the stream
representation of an object which has been written previously to the stream), an
oj ect St reanExcept i on will be thrown.

® |f readUnshar ed returns successfully, then any subsequent attempts to deserialize
back-references to the stream handle deserialized by r eadUnshar ed will cause an
bj ect St reanExcept i on to be thrown.

Deserializing an object viar eadUnshar ed invalidates the stream handle associated
with the returned object. Note that this in itself does not always guarantee that the
reference returned by r eadUnshar ed is unique; the deserialized object may define a
r eadResol ve method which returns an object visible to other parties, or
readUnshar ed may return ad ass object or enum constant obtainable elsewhere in
the stream or through external means. However, for objects which are not enum
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constants or instances of j ava. | ang. d ass and do not define r eadResol ve
methods, r eadUnshar ed guarantees that the returned object reference is unique and
cannot be obtained a second time from the Obj ect | nput St r eamthat created it, even
if the underlying data stream has been manipulated. This guarantee applies only to the
base-level object returned by r eadUnshar ed, and not to any transitively referenced
sub-objects in the returned object graph.

The def aul t ReadObj ect method is used to read the fields and object from the
stream. It uses the class descriptor in the stream to read the fields in the canonical
order by name and type from the stream. The values are assigned to the matching fields
by name in the current class. Details of the versioning mechanism can be found in
Section 5.5, “Compatible Java™ Type Evolution.” Any field of the object that does not
appear in the stream is set to its default value. Values that appear in the stream, but not
in the object, are discarded. This occurs primarily when a later version of a class has
written additional fields that do not occur in the earlier version. This method may only
be called from the r eadObj ect method while restoring the fields of a class. When
called at any other time, the Not Act i veExcept i on is thrown.

Ther eadFi el ds method reads the values of the serializable fields from the stream
and makes them available viathe Get Fi el d class. The r eadFi el ds method is only
callable from within the r eadObj ect method of a serializable class. It cannot be
called more than once or if def aul t ReadObj ect has been called. The Get Fi el ds
object uses the current object’s Obj ect St r ean ass to verify the fields that can be
retrieved for this class. The Get Fi el ds object returned by r eadFi el ds isonly valid
during this call to the classesr eadhj ect method. The fields may be retrieved in any
order. Additional data may only be read directly from stream after r eadFi el ds has
been called.

Ther egi st er Val i dati on method can be called to request a callback when the
entire graph has been restored but before the object is returned to the original caller of
readObj ect . The order of validate callbacks can be controlled using the priority.
Callbacks registered with higher values are called before those with lower values. The
object to be validated must support the Cbj ect | nput Val i dat i on interface and
implement the val i dat eCbj ect method. It is only correct to register validations
during a call to aclass'sr eadObj ect method. Otherwise, a

Not Act i veExcept i on isthrown. If the callback object supplied to

regi sterValidationisnull,anlnval i dObj ect Excepti on is thrown.

Starting with the Java™ SDK, Standard Edition, v1.3, the r eadCl assDescr i pt or
method is used to read in all Cbj ect St reanCl ass objects.

readCl assDescri pt or iscalled when the Obj ect | nput St r eamexpects a class
descriptor as the next item in the serialization stream. Subclasses of
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Obj ect | nput St r eammay override this method to read in class descriptors that have
been written in non-standard formats (by subclasses of Chj ect Qut put St r eamwhich
have overridden the wri t eCl assDescri pt or method). By default, this method
reads class descriptors according to the format described in Section 6.4, “Grammar for
the Stream Format”.

Ther esol ved ass method is called while a class is being deserialized, and after the
class descriptor has been read. Subclasses may extend this method to read other
information about the class written by the corresponding subclass of

Obj ect Qut put St r eam The method must find and return the class with the given
name and ser i al Ver si onUl D. The default implementation locates the class by
calling the class loader of the closest caller of r eadhj ect that has a class loader. If
the class cannot be found Cl assNot FoundExcept i on should be thrown. Prior to
JDK™ 1.1.6, ther esol veCd ass method was required to return the same fully
gualified class name as the class name in the stream. In order to accommodate package
renaming across releases, net hod r esol ved ass only needs to return a class with
the same base class name and Ser i al Ver si onUl Din JDK™ 1.1.6 and later versions.

Theresol veObj ect method is used by trusted subclasses to monitor or substitute
one object for another during deserialization. Resolving objects must be enabled
explicitly by calling enabl eResol vehj ect before calling r eadbj ect for the
first object to be resolved. Once enabled, r esol veQbj ect is called once for each
serializable object just prior to the first time it is being returned from r eadoj ect .
Note that the r esol veObj ect method is not called for objects of the specially
handled classes,  ass, Obj ect St reanCl ass, Stri ng, and arrays. A subclass's
implementation of r esol veObj ect may return a substitute object that will be
assigned or returned instead of the original. The object returned must be of a type that
is consistent and assignable to every reference of the original object or else a

Cl assCast Except i on will be thrown. All assignments are type-checked. All
references in the stream to the original object will be replaced by references to the
substitute object.

The enabl eResol vebj ect method is called by trusted subclasses of

Obj ect Qut put St r eamto enable the monitoring or substitution of one object for
another during deserialization. Replacing objects is disabled until

enabl eResol veObj ect iscalled withat r ue value. It may thereafter be disabled by
setting it to f al se. The previous setting is returned. The enabl eResol ve(hj ect
method checks if the stream has permission to request substitution during serialization.
To ensure that the private state of objects is not unintentionally exposed, only trusted
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streams may use r esol veQObj ect . Trusted classes are those classes with a class
loader equal to null or belong to a security protection domain that provides permission
to enable substitution.

If the subclass of Obj ect | nput St r eamis not considered part of the system domain,
a line has to be added to the security policy file to provide to a subclass of

Obj ect | nput St r eam permission to call enabl eResol veQbj ect . The

Seri al i zabl ePer m ssi on to add is“enabl eSubstitution”.

AccessCont r ol Excepti on isthrown if the protection domain of the subclass of
Obj ect St reanC ass does not have permission to “ enabl eSubsti t uti on” by
caling enabl eResol vehj ect . See the document Java™ Security Architecture
(JDK™ 1.2) for additional information about the security model.

Ther eadSt r eanrHeader method reads and verifies the magic number and version of
the stream. If they do not match, the St r eanCor r upt edM snmat ch is thrown.

To override the implementation of deserialization, a subclass of

Obj ect | nput St r eamshould call the protected no-arg Obj ect | nput St r eam
constructor. There is a security check within the no-arg constructor for

Seri al i zabl ePer mi ssi on “enabl eSubcl assl npl enent ati on” to ensure
that only trusted classes are allowed to override the default implementation. This
constructor does not allocate any private data for Cbj ect | nput St r eamand sets a
flag that indicates that the final r eadObj ect method should invoke the

readObj ect Over ri de method and return. All other Obj ect | nput St r eammethods
are not final and can be directly overridden by the subclass.

3.2 TheObjectlnputStream.GetField Class
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The class Obj ect | nput St r eam Get Fi el d provides the API for getting the values
of serializable fields. The protocol of the stream is the same as used by

def aul t ReadObj ect. Using r eadFi el ds to access the serializable fields does not
change the format of the stream. It only provides an alternate API to access the values
which does not require the class to have the corresponding non-transient and non-static
fields for each named serializable field. The serializable fields are those declared using
seri al Persi stentFi el ds or if it is not declared the non-transient and non-static
fields of the object. When the stream is read the available serializable fields are those
written to the stream when the object was serialized. If the class that wrote the stream
is adifferent version not al fields will correspond to the serializable fields of the
current class. The available fields can be retrieved from the Qoj ect St r eanCl ass of
the Get Fi el d object.
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The get Obj ect St r eanCl ass method returns an Obj ect St r eant ass object
representing the class in the stream. It contains the list of serializable fields.

The def aul t ed method returns true if the field is not present in the stream. An
I'I'l egal Argunment Excepti on isthrown if the requested field is not a serializable
field of the current class.

Each get method returns the specified serializable field from the stream. 1/O
exceptions will be thrown if the underlying stream throws an exception. An

I I'l egal Argunment Excepti on isthrown if the name or type does not match the
name and type of an field serializable field of the current class. The default value is
returned if the stream does not contain an explicit value for the field.

3.3 TheObjectlnputValidation Interface

This interface allows an object to be called when a complete graph of objects has been
deserialized. If the object cannot be made valid, it should throw the

oj ect I nval i dExcepti on. Any exception that occurs during a call to

val i dat eObj ect will terminate the validation process, and the

I nval i dObj ect Except i on will be thrown.

package java.io;

public interface CbjectlnputValidation

{
public void validateCbject()

throws | nval i dOoj ect Excepti on;

3.4 ThereadObject Method

Chapter 3: Object Input Classes

For serializable objects, the r eadCbj ect method alows a class to control the
deserialization of its own fields. Here is its signature:

private void readObj ect (Obj ect| nput Stream stream
throws | CException, C assNot FoundExcepti on;

Each subclass of a serializable object may define its own r eadoj ect method. If a
class does not implement the method, the default serialization provided by

def aul t ReadObj ect will be used. When implemented, the class is only responsible
for restoring its own fields, not those of its supertypes or subtypes.
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Ther eadOhj ect method of the class, if implemented, is responsible for restoring the
state of the class. The values of every field of the object whether transient or not, static
or not are set to the default value for the fields type. Either Obj ect | nput St r eanis

def aul t Readbj ect or r eadFi el ds method must be called once (and only once)
before reading any optional data written by the corresponding wr i t eObj ect method,;
even if no optional datais read, def aul t ReadObj ect or r eadFi el ds must still be
invoked once. If ther eadObj ect method of the class attempts to read more data than
is present in the optional part of the stream for this class, the stream will return - 1 for
bytewise reads, throw an ECFExcept i on for primitive data reads (e.g., r eadl nt ,

r eadFl oat ), or throw an Opt i onal Dat aExcept i on with the eof field settotrue
for object reads.

The responsibility for the format, structure, and versioning of the optional data lies
completely with the class. The @er i al Dat a javadoc tag within the javadoc comment
for the r eadbj ect method should be used to document the format and structure of
the optional data.

If the class being restored is not present in the stream being read, then its

readOhbj ect NoDat a method, if defined, isinvoked (instead of r eadObj ect );
otherwise, its fields are initialized to the appropriate default values. For further detail,
see section 3.5.

Reading an object from the Obj ect | nput St r eamis analogous to creating a new
object. Just as a new object’s constructors are invoked in the order from the superclass
to the subclass, an object being read from a stream is deserialized from superclass to
subclass. The r eadObj ect or r eadChj ect NoDat a method is called instead of the
constructor for each Seri al i zabl e subclass during deserialization.

One last similarity between a constructor and ar eadCbj ect method is that both
provide the opportunity to invoke a method on an aobject that is not fully constructed.
Any overridable (neither private, static nor final) method called while an object is
being constructed can potentially be overridden by a subclass. Methods called during
the construction phase of an object are resolved by the actual type of the object, not the
type currently being initialized by either its constructor or

readObj ect /r eadObj ect NoDat a method. Therefore, calling an overridable method
from within ar eadQbj ect or r eadbj ect NoDat a method may result in the
unintentional invocation of a subclass method before the superclass has been fully
initialized.
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3.5 ThereadObjectNoData Method

For serializable objects, the r eadbj ect NoDat a method allows a class to control the
initialization of its own fields in the event that a subclass instance is deserialized and
the serialization stream does not list the class in question as a superclass of the
deserialized object. This may occur in cases where the receiving party uses a different
version of the deserialized instance's class than the sending party, and the receiver’'s
version extends classes that are not extended by the sender’s version. This may aso
occur if the serialization stream has been tampered; hence, r eadbj ect NoDat a is
useful for initializing deserialized objects properly despite a “hostile” or incomplete
source stream.

private void readObj ect NoData() throws Object StreanExcepti on;

Each serializable class may define its own r eadCbj ect NoDat a method. If a
serializable class does not define ar eadObj ect NoDat a method, then in the
circumstances listed above the fields of the class will be initialized to their default
values (as listed in section 4.5.5 of The Java™ Language Specification, Second
Edition); this behavior is consistent with that of Cbj ect | nput St r eamprior to
version 1.4 of the Java™ 2 SDK, Standard Edition, when support for

r eadObj ect NoDat a methods was introduced. If a serializable class does define a

r eadObj ect NoDat a method and the aforementioned conditions arise, then

readOhbj ect NoDat a will be invoked at the point during deserialization when a class-
defined r eadObj ect method would otherwise be called had the class in question been
listed by the stream as a superclass of the instance being deserialized.

3.6 ThereadExternal Method

Objects implementing j ava. i 0. Ext er nal i zabl e must implement the

r eadExt er nal method to restore the entire state of the object. It must coordinate
with its superclasses to restore their state. All of the methods of Qbj ect | nput are
available to restore the object’s primitive typed fields and object fields.

public void readExternal (Qbjectlnput stream
throws | CExcepti on;

Note — The r eadExt er nal method is public, and it raises the risk of a client being
able to overwrite an existing object from a stream. The class may add its own checks
to insure that this is only called when appropriate.
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A new stream protocol version has been introduced in JDK™ 1.2 to correct a problem
with Ext er nal i zabl e objects. The old definition of Ext er nal i zabl e objects
required the local virtual machine to find ar eadExt er nal method to be able to
properly read an Ext er nal i zabl e object from the stream. The new format adds
enough information to the stream protocol so serialization can skip an

Ext er nal i zabl e object when the local r eadExt er nal method is not available.
Due to class evolution rules, serialization must be able to skip an Ext er nal i zabl e
object in the input stream if there is not a mapping for the object using the local
classes.

An additional benefit of the new Ext er nal i zabl e stream format is that

Obj ect | nput St r eamcan detect attempts to read more External data than is
available, and can also skip by any data that is left unconsumed by a r eadExt er nal
method. The behavior of Cbj ect | nput St r eamin response to a read past the end of
External data is the same as the behavior when a class-defined r eadCbj ect method
attempts to read past the end of its optional data: bytewise reads will return - 1,
primitive reads will throw EOFExcept i ons, and object reads will throw

Opt i onal Dat aExcept i ons with the eof field settotrue.

Due to the format change, JDK™ 1.1.6 and earlier releases are not able to read the new
format. St r eamCor r upt edExcept i on is thrown when JDK™ 1.1.6 or earlier
attempts to read an Ext er nal i zabl e object from a stream written in
PROTOCOL_VERSI ON_2. Compatihility issues are discussed in more detail in

Section 6.3, “Stream Protocol Versions.”

3.7 ThereadResolve Method
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For Serializable and Externalizable classes, the r eadResol ve method allows a class
to replace/resolve the object read from the stream before it is returned to the caller. By
implementing the r eadResol ve method, a class can directly control the types and
instances of its own instances being deserialized. The method is defined as follows:

ANY- ACCESS- MODI FI ER nj ect readResol ve()
throws bj ect StreanExcepti on;

Ther eadResol ve method is called when Qbj ect | nput St r eamhas read an object
from the stream and is preparing to return it to the caller. Qbj ect | nput St r eam
checks whether the class of the object defines the r eadResol ve method. If the
method is defined, the r eadResol ve method is called to allow the object in the
stream to designate the object to be returned. The object returned should be of atype
that is compatible with all uses. If it is not compatible, a Cl assCast Excepti on
will be thrown when the type mismatch is discovered.
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Chapter 3: Object Input Classes

For example, a Synbol class could be created for which only a single instance of each
symbol binding existed within a virtual machine. The r eadResol ve method would
be implemented to determine if that symbol was already defined and substitute the
preexisting equivalent Synbol object to maintain the identity constraint. In this way
the uniqueness of Synbol objects can be maintained across serialization.

Note— Ther eadResol ve method is not invoked on the object until the object is fully
constructed, so any references to this object in its object graph will not be updated to
the new object nominated by r eadResol ve. However, during the serialization of an
object with the wr i t eRepl ace method, all references to the original object in the
replacement object’s object graph are replaced with references to the replacement
object. Therefore in cases where an object being serialized nominates a replacement
object whose object graph has a reference to the original object, deserialization will
result in an incorrect graph of objects. Furthermore, if the reference types of the object
being read (nominated by wr i t eRepl ace) and the original object are not compatible,
the construction of the object graph will raise a Cl assCast Excepti on.
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Topics:

The ObjectStreamClass Class
Dynamic Proxy Class Descriptors
Serialized Form

The ObjectStreamField Class
Inspecting Serializable Classes
Stream Unique Identifiers

4.1 TheObjectSreamClassClass

The Obj ect St r eantCl ass provides information about classes that are saved in a
Serialization stream. The descriptor provides the fully-qualified name of the class and
its serialization version UID. A Seri al Ver si onUl D identifies the unique original
class version for which this class is capable of writing streams and from which it can
read.

package java.io;

public class ObjectStreanC ass

{ public static ObjectStreanC ass | ookup(C ass cl);
public String getNane();

public Cass forC ass();
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public ObjectStreanfField[] getFields();
public | ong getSerial VersionU IX);

public String toString();
}

The | ookup method returns the Obj ect St r eanCl ass descriptor for the specified
classin the virtual machine. If the class has defined seri al Ver si onUl Dit is
retrieved from the class. If the seri al Ver si onUl Dis not defined by the class, it is
computed from the definition of the class in the virtual machine. | f the specified class
is not serializable or externalizable, nul | is returned.

The get Nane method returns the fully-qualified name of the class. The class name is
saved in the stream and is used when the class must be loaded.

The f or Cl ass method returns the Cl ass in the local virtua machine if one was
found by Obj ect | nput St r eam r esol ved ass method. Otherwise, it returns
nul | .

The get Fi el ds method returns an array of Obj ect St r eanti el d objects that
represent the serializable fields of this class.

Theget Seri al Ver si onUl D method returnsthe ser i al Ver si onUl D of this class.
Refer to Section 4.6, “ Stream Unique Identifiers” If not specified by the class, the
value returned is a hash computed from the class's name, interfaces, methods, and
fields using the Secure Hash Algorithm (SHA) as defined by the National Institute of
Standards.

Thet oSt ri ng method returns a printable representation of the class descriptor
including the name of the class and the seri al Ver si onUl D.

4.2 Dynamic Proxy Class Descriptors
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bj ect St reantl ass descriptors are also used to provide information about
dynamic proxy classes (e.g., classes obtained via calls to the get Pr oxyCl ass
method of j ava. | ang. refl ect. Proxy) saved in a serialization stream. A
dynamic proxy class itself has no serializable fields and aseri al Ver si onUl D of
OL. In other words, when the Cl ass object for a dynamic proxy classis passed to the
static | ookup method of Cbj ect St r eant! ass, the returned

bj ect St reant] ass instance will have the following properties:

® |nvoking its get Seri al Ver si onUl D method will return OL.
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4.3 Serialized Form

Chapter 4: Class Descriptors

® |nvoking its get Fi el ds method will return an array of length zero.

® |nvoking itsget Fi el d method with any St ri ng argument will return nul | .

The serialized form of an Cbj ect St r eanTl ass instance depends on whether or not
the Cl ass object it represents is serializable, externalizable, or a dynamic proxy class.

When an Obj ect St r eantl ass instance that does not represent a dynamic proxy
classiswritten to the stream, it writes the class name and ser i al Ver si onUl D, flags,
and the number of fields. Depending on the class, additional information may be
written:

® For non-serializable classes, the number of fields is always zero. Neither the
SC_SERI ALI ZABLE nor the SC_EXTERNALI ZABLE flag bits are set.

® For serializable classes, the SC_SERI ALI ZABLE flag is set, the number of fields
counts the number of serializable fields and is followed by a descriptor for each
serializable field. The descriptors are written in canonical order. The descriptors for
primitive typed fields are written first sorted by field name followed by descriptors
for the object typed fields sorted by field name. The names are sorted using
String. conpar eTo. For details of the format, refer to Section 6.4, “ Grammar for
the Stream Format”.

® For externalizable classes, flags includes the SC_ EXTERNALI ZABLE flag, and the
number of fields is always zero.

® For enum types, flags includes the SC_ENUMflag, and the number of fields is always
zero.

When an Obj ect Qut put St r eamserializes the Cbj ect St r eanCl ass descriptor
for a dynamic proxy class, as determined by passing its Cl ass object to the

i sProxyCl ass method of j ava. | ang. ref | ect . Pr oxy, it writes the number of
interfaces that the dynamic proxy class implements, followed by the interface names.
Interfaces are listed in the order that they are returned by invoking the

get I nt er f aces method on the Cl ass object of the dynamic proxy class.

The serialized representations of Cbj ect St r eantTl ass descriptors for dynamic
proxy classes and non-dynamic proxy classes are differentiated through the use of
different typecodes (TC_PROXYCLASSDESC and TC_CLASSDESC, respectively); for
a more detailed specification of the grammar, see Section 6.4, “Grammar for the
Stream Format”.

Page 45



4

4.4 TheObjectSreamField Class
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An Obj ect Streanti el d represents a serializable field of a serializable class. The
serializable fields of a class can be retrieved from the Obj ect St r ean ass.

The special static serializable field, seri al Per si st ent Fi el ds, is an array of
Obj ect StreanFi el d components that is used to override the default serializable
fields.

package java.io;
public class ObjectStreantield inplenments Conparabl e {

public OojectStreanField(String fiel dName,
Class fieldType);

public OojectStreanfField(String fiel dNane,
Cl ass fieldType,
bool ean unshared);

public String getNanme();

public C ass get Type();

public String getTypeString();

public char get TypeCode();

public boolean isPrimtive();

publ i c bool ean isUnshared();

public int getOfset();

protected void setOffset(int offset);

public int conpareTo(Object obj);

public String toString();
}

Obj ect St reanfFi el d objects are used to specify the serializable fields of a class or
to describe the fields present in a stream. Its constructors accept arguments describing
the field to represent: a string specifying the name of the field, a Cl ass object
specifying the type of the field, and a bool ean flag (implicitly f al se for the two-
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argument constructor) indicating whether or not values of the represented field should
be read and written as “unshared” objects if default serialization/deserialization isin
use (see the descriptions of the Obj ect | nput St r eam r eadUnshar ed and

Obj ect Qut put Stream wri t eUnshar ed methods in sections 3.1 and 2.1,

respectively).

The get Nanme method returns the name of the serializable field.

The get Type method returns the type of the field.

The get TypeSt ri ng method returns the type signature of the field.

The get TypeCode method returns a character encoding of the field type (* B' for
byte,‘ C forchar,‘D fordouble,‘F forfloat, ‘I’ forint,‘J" forlong,
‘L’ for non-array object types, * S’ for short,*Z for bool ean, and ‘ [* for

arrays).

Thei sPrimtive method returnst r ue if the field is of primitive type, or f al se
otherwise.

Thei sUnshar ed method returnst r ue if values of the field should be written as
“unshared” objects, or f al se otherwise.

The get O f set method returns the offset of the field's value within instance data of
the class defining the field.

The set O f set method allows Cbj ect St r eanfi el d subclasses to modify the
offset value returned by the get O f set method.

The conpar eTo method compares Obj ect St r eanti el ds for use in sorting.
Primitive fields are ranked as “smaller” than non-primitive fields; fields otherwise
equal are ranked alphabetically.

Thet oSt ri ng method returns a printable representation with name and type.

4.5 Inspecting Serializable Classes

Chapter 4: Class Descriptors

The program seri al ver can be used to find out if aclassis serializable and to get its
seri al Ver si onU D. When invoked with the- show option, it puts up a simple user
interface. To find out if aclassis serializable and to find out itsser i al Ver si onUl D,
enter its full class name, then press either the Enter or the Show button. The string
printed can be copied and pasted into the evolved class.
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Full Class Mame:| javalang.String

Sarial Version: static final long serialyersicnUID = -GBS FS4Ad FOFSAEETF10 L

When invoked on the command line with one or more class names, serialver prints the
seri al Ver si onUl D for each class in a form suitable for copying into an evolving
class. When invoked with no arguments, it prints a usage line.

4.6 SreamUniqueldentifiers
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Each versioned class must identify the original class version for which it is capable of
writing streams and from which it can read. For example, a versioned class must
declare:

private static final |ong serial VersionU D = 3487495895819393L;

The stream-unique identifier is a 64-bit hash of the class name, interface class names,
methods, and fields. The value must be declared in all versions of a class except the
first. It may be declared in the original class but is not required. The value is fixed for
all compatible classes. If the SUID is not declared for a class, the value defaults to the
hash for that class. The seri al Ver si onUl Ds for dynamic proxy classes and enum
types aways have the value OL.

Note — It is strongly recommended that all serializable classes explicitly declare

seri al Ver si onUl D values, since the default seri al Ver si onUl D computation is
highly sensitive to class details that may vary depending on compiler implementations,
and can thus result in unexpected ser i al Ver si onUl D conflicts during
deserialization, causing deserialization to fail.

The initial version of an Ext er nal i zabl e class must output a stream data format
that is extensible in the future. The initial version of the method r eadExt er nal has
to be able to read the output format of all future versions of the method

writ eExternal .

The seri al Ver si onUl D is computed using the signature of a stream of bytes that
reflect the class definition. The National Institute of Standards and Technology (NIST)
Secure Hash Algorithm (SHA-1) is used to compute a signature for the stream. The
first two 32-hit quantities are used to form a 64-bit hash. A
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Chapter 4: Class Descriptors

j ava. | ang. Dat aCut put St r eamis used to convert primitive data types to a
sequence of bytes. The values input to the stream are defined by the Java™ Virtual
Machine (VM) specification for classes. Class modifiers may include the
ACC_PUBLI C, ACC_FI NAL, ACC_| NTERFACE, and ACC_ABSTRACT flags; other flags
are ignored and do not affect seri al Ver si onUl D computation. Similarly, for field
modifiers, only the ACC_PUBLI C, ACC_PRI VATE, ACC_PROTECTED, ACC_STATI C,
ACC_FI NAL, ACC VOLATI LE, and ACC_TRANSI ENT flags are used when computing
seri al Versi onUl Dvalues. For constructor and method modifiers, only the
ACC_PUBLI C, ACC_PRI VATE, ACC_PROTECTED, ACC_STATI C, ACC_FI NAL,
ACC_SYNCHRONI ZED, ACC_NATI VE, ACC_ABSTRACT and ACC_STRI CT flags are
used. Names and descriptors are written in the format used by the

j ava. i o. Dat aQut put St ream wr i t eUTF method.

The sequence of items in the stream is as follows:
1. The class name.

2. The class modifiers written as a 32-hit integer.
3. The name of each interface sorted by name.
4

. For each field of the class sorted by field name (except private static and private
transient fields):

a. The name of the field.
b. The modifiers of the field written as a 32-bit integer.
¢. The descriptor of the field.
5. If aclassinitializer exists, write out the following:
a. The name of the method, <cl i ni t >.

b. The modifier of the method, j ava. | ang. refl ect. Modi fi er. STATI C,
written as a 32-bit integer.

¢. The descriptor of the method, () V.
6. For each non-private constructor sorted by method name and signature:
a. The name of the method, <i ni t >.
b. The modifiers of the method written as a 32-bit integer.
¢. The descriptor of the method.

7. For each non-private method sorted by method name and signature;
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a. The name of the method.
b. The modifiers of the method written as a 32-bit integer.
¢. The descriptor of the method.

8. The SHA-1 algorithm is executed on the stream of bytes produced by
DataOutputStream and produces five 32-bit values sha[0..4].

9. The hash value is assembled from the first and second 32-bit values of the SHA-1
message digest. If the result of the message digest, the five 32-bit words HO H1 H2
H3 H4, isin an array of five int values hamed sha, the hash value would be
computed as follows:

Il ong hash = ((sha[0] >>> 24) & OxFF) |

((sha[0] >>> 16) & OxFF) << 8 |
((sha[0] >>> 8) & OxFF) << 16 |
((sha[0] >>> 0) & OxFF) << 24 |
((sha[1] >>> 24) & OxFF) << 32 |
((sha[1] >>> 16) & OxFF) << 40 |
((sha[1] >>> 8) & OxFF) << 48 |
((sha[1] >>> 0) & OxFF) << 56;
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5.1 Overview

Ver sioning of SerializableObjects o=

Topics:

Overview

Goals

Assumptions

Who's Responsible for Versioning of Streams
Compatible Java™ Type Evolution

Type Changes Affecting Serialization

When Java™ objects use serialization to save state in files, or as blobs in databases, the
potential arises that the version of a class reading the data is different than the version
that wrote the data.

Versioning raises some fundamental questions about the identity of a class, including
what constitutes a compatible change. A compatible change is a change that does not
affect the contract between the class and its callers.

This section describes the goals, assumptions, and a solution that attempts to address
this problem by restricting the kinds of changes allowed and by carefully choosing the
mechanisms.
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5.2 Goals

5.3 Assumptions

Page 52

The proposed solution provides a mechanism for “automatic” handling of classes that
evolve by adding fields and adding classes. Serialization will handle versioning
without class-specific methods to be implemented for each version. The stream format
can be traversed without invoking class-specific methods.

The goals are to:

Support bidirectional communication between different versions of a class operating
in different virtual machines by:

» Defining a mechanism that allows Java™ classes to read streams written by older
versions of the same class.

* Defining a mechanism that allows Java™ classes to write streams intended to be
read by older versions of the same class.

Provide default serialization for persistence and for RMI.

Perform well and produce compact streams in simple cases, so that RMI can use

serialization.

Be able to identify and load classes that match the exact class used to write the

Stream.

Keep the overhead low for nonversioned classes.

Use a stream format that allows the traversal of the stream without having to invoke

methods specific to the objects saved in the stream.

The assumptions are that:

Versioning will only apply to serializable classes since it must control the stream
format to achieve it goals. Externalizable classes will be responsible for their own
versioning which is tied to the external format.

All data and objects must be read from, or skipped in, the stream in the same order
as they were written.

Classes evolve individually as well as in concert with supertypes and subtypes.
Classes are identified by name. Two classes with the same name may be different
versions or completely different classes that can be distinguished only by
comparing their interfaces or by comparing hashes of the interfaces.

Default serialization will not perform any type conversions.

The stream format only needs to support a linear sequence of type changes, not
arbitrary branching of atype.
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5.4 Who'sResponsiblefor Veersioning of Streams

In the evolution of classes, it is the responsibility of the evolved (later version) class to
maintain the contract established by the nonevolved class. This takes two forms. First,
the evolved class must not break the existing assumptions about the interface provided
by the original version, so that the evolved class can be used in place of the original.
Secondly, when communicating with the original (or previous) versions, the evolved
class must provide sufficient and equivalent information to allow the earlier version to
continue to satisfy the nonevolved contract.

Cjava.lang.Object ><—>< javalang.Object’ >

! !
(o e )

T T
(e e e

- Frivate serialization protocol

— = Contract with supertype

For the purposes of the discussion here, each class implements and extends the
interface or contract defined by its supertype. New versions of a class, for example
f 0o’ , must continue to satisfy the contract for f oo and may extend the interface or
modify its implementation.
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Communication between objects via serialization is not part of the contract defined by
these interfaces. Serialization is a private protocol between the implementations. It is
the responsibility of the implementations to communicate sufficiently to allow each
implementation to continue to satisfy the contract expected by its clients.

5.5 CompatibleJava™ Type Evolution

Page 54

In the Java™ Language Specification, Chapter 13 discusses binary compatibility of
Java™ classes as those classes evolve. Most of the flexibility of binary compatibility
comes from the use of late binding of symbolic references for the names of classes,
interfaces, fields, methods, and so on.

The following are the principle aspects of the design for versioning of serialized object
streams.

The default serialization mechanism will use a symbolic model for binding the
fields in the stream to the fields in the corresponding class in the virtual machine.
Each class referenced in the stream will uniquely identify itself, its supertype, and
the types and names of each serializable field written to the stream. The fields are
ordered with the primitive types first sorted by field name, followed by the object
fields sorted by field name.

Two types of data may occur in the stream for each class: required data
(corresponding directly to the serializable fields of the object); and optional data
(consisting of an arbitrary sequence of primitives and objects). The stream format
defines how the required and optional data occur in the stream so that the whole
class, the required, or the optional parts can be skipped if necessary.

» The required data consists of the fields of the object in the order defined by the
class descriptor.

» The optional data is written to the stream and does not correspond directly to
fields of the class. The class itself is responsible for the length, types, and
versioning of this optional information.

If defined for a class, the wri t eObj ect /r eadObj ect methods supersede the

default mechanism to write/read the state of the class. These methods write and read

the optional data for a class. The required data is written by calling

def aul t Wit eObj ect and read by calling def aul t Readbj ect .

The stream format of each class is identified by the use of a Stream Unique

Identifier (SUID). By default, this is the hash of the class. All later versions of the

class must declare the Stream Unique Identifier (SUID) that they are compatible

with. This guards against classes with the same name that might inadvertently be
identified as being versions of a single class.
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® Subtypes of Obj ect Qut put St r eamand Obj ect | nput St r eammay include their
own information identifying the class using the annot at ed ass method; for
example, Mar shal Qut put St r eamembeds the URL of the class.

5.6 Type Changes Affecting Serialization

With these concepts, we can now describe how the design will cope with the different
cases of an evolving class. The cases are described in terms of a stream written by
some version of a class. When the stream is read back by the same version of the class,
there is no loss of information or functionality. The stream is the only source of
information about the original class. Its class descriptions, while a subset of the
original class description, are sufficient to match up the data in the stream with the
version of the class being reconstituted.

The descriptions are from the perspective of the stream being read in order to
reconstitute either an earlier or later version of the class. In the parlance of RPC
systems, thisis a “receiver makes right” system. The writer writes its data in the most
suitable form and the receiver must interpret that information to extract the parts it
needs and to fill in the parts that are not available.

5.6.1 Incompatible Changes

Incompatible changes to classes are those changes for which the guarantee of
interoperability cannot be maintained. The incompatible changes that may occur while
evolving a class are:

® Deleting fields - If afield is deleted in aclass, the stream written will not contain its
value. When the stream is read by an earlier class, the value of the field will be set
to the default value because no value is available in the stream. However, this
default value may adversely impair the ability of the earlier version to fulfill its
contract.

® Moving classes up or down the hierarchy - This cannot be allowed since the datain
the stream appears in the wrong seguence.

® Changing a nonstatic field to static or a nontransient field to transient - When
relying on default serialization, this change is equivalent to deleting a field from the
class. This version of the class will not write that data to the stream, so it will not
be available to be read by earlier versions of the class. As when deleting a field, the
field of the earlier version will be initialized to the default value, which can cause
the class to fail in unexpected ways.
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Changing the declared type of a primitive field - Each version of the class writes the
data with its declared type. Earlier versions of the class attempting to read the field
will fail because the type of the data in the stream does not match the type of the
field.

Changing thewr i t eCbj ect or r eadObj ect method so that it no longer writes or
reads the default field data or changing it so that it attempts to write it or read it
when the previous version did not. The default field data must consistently either
appear or not appear in the stream.

Changing a class from Seri al i zabl e to Ext er nal i zabl e or vice versais an
incompatible change since the stream will contain data that isincompatible with the
implementation of the available class.

Changing a class from a non-enum type to an enum type or vice versa since the
stream will contain data that is incompatible with the implementation of the
available class.

Removing either Seri al i zabl e or Ext er nal i zabl e is an incompatible change
since when written it will no longer supply the fields needed by older versions of
the class.

Adding thewr i t eRepl ace or r eadResol ve method to a class is incompatible if
the behavior would produce an object that isincompatible with any older version of
the class.

5.6.2 Compatible Changes

The compatible changes to a class are handled as follows:

® Adding fields - When the class being reconstituted has a field that does not occur in

the stream, that field in the object will be initialized to the default value for its type.
If class-specific initialization is needed, the class may provide a readObject method
that can initialize the field to nondefault values.

Adding classes - The stream will contain the type hierarchy of each object in the
stream. Comparing this hierarchy in the stream with the current class can detect
additional classes. Since there is no information in the stream from which to
initialize the object, the class's fields will be initialized to the default values.
Removing classes - Comparing the class hierarchy in the stream with that of the
current class can detect that a class has been deleted. In this case, the fields and
objects corresponding to that class are read from the stream. Primitive fields are
discarded, but the objects referenced by the deleted class are created, since they
may be referred to later in the stream. They will be garbage-collected when the
stream is garbage-collected or reset.
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® AddingwiteQhject/readbj ect methods - If the version reading the stream
has these methods then r eadhj ect is expected, as usual, to read the required data
written to the stream by the default serialization. It should call
def aul t ReadObj ect first before reading any optional data. The wr i t eCbj ect
method is expected as usual to call def aul t Wit eChj ect to write the required
data and then may write optional data.

® Removing wri t ebj ect /r eadhj ect methods - If the class reading the stream
does not have these methods, the required data will be read by default serialization,
and the optional data will be discarded.

® Addingjava.io. Serializabl e - Thisis equivalent to adding types. There will
be no values in the stream for this class so its fields will be initialized to default
values. The support for subclassing nonserializable classes requires that the class's
supertype have a no-arg constructor and the class itself will be initialized to default
values. If the no-arg constructor is not available, the | nval i dCl assExcepti on
is thrown.

® Changing the access to afield - The access modifiers public, package, protected,
and private have no effect on the ability of serialization to assign values to the
fields.

® Changing afield from static to nonstatic or transient to nontransient - When relying
on default serialization to compute the serializable fields, this change is equivalent
to adding afield to the class. The new field will be written to the stream but earlier
classes will ignore the value since serialization will not assign values to static or
transient fields.
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Topics:

Overview

Stream Elements

Stream Protocol Versions
Grammar for the Stream Format
Example

6.1 Overview

The stream format satisfies the following design goals:

® |scompact and is structured for efficient reading.

® Allows skipping through the stream using only the knowledge of the structure and
format of the stream. Does not require invoking any per class code.

® Requires only stream access to the data.

6.2 SreamElements

A basic structure is needed to represent objects in a stream. Each attribute of the object
needs to be represented: its classes, its fields, and data written and later read by class-
specific methods. The representation of objects in the stream can be described with a
grammar. There are special representations for null objects, new objects, classes,
arrays, strings, and back references to any object already in the stream. Each object
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written to the stream is assigned a handle that is used to refer back to the object.
Handles are assigned sequentially starting from 0x7E0000. The handles restart at
0x7E0000 when the stream is reset.

A class object is represented by the following:
® |tsObj ect St reanC ass object.

An Obj ect StreanC ass object for aCl ass that is not a dynamic proxy classis
represented by the following:

® The Stream Unique Identifier (SUID) of compatible classes.

* A set of flags indicating various properties of the class, such as whether the class
definesawr i t eQbj ect method, and whether the class is serializable,
externalizable, or an enum type

® The number of serializable fields

® The array of fields of the class that are serialized by the default mechanism
For arrays and object fields, the type of the field is included as a string which must
be in “field descriptor” format (e.g., “Lj ava/ | ang/ Obj ect ; ") as specified in
section 4.3.2 of The Java™ Mrtual Machine Specification, Second Edition.

® Optional block-data records or abjects written by the annot at ed ass method

® The Obj ect St reant ass of its supertype (null if the superclass is not
serializable)

An Obj ect StreanC ass object for a dynamic proxy class is represented by the
following:

® The number of interfaces that the dynamic proxy class implements

® The names of all of the interfaces implemented by the dynamic proxy class, listed
in the order that they are returned by invoking the get | nt er f aces method on the
Cl ass object.

® Optional block-data records or objects written by the annot at ePr oxyCl ass
method.

® The Obj ect StreanCl ass of its supertype, j ava. | ang. refl ect. Pr oxy.

The representation of St ri ng objects consists of length information followed by the
contents of the string encoded in modified UTF-8. The modified UTF-8 encoding is
the same as used in the Java™ Virtual Machine and in the j ava. i o. Dat al nput and
Dat aCut put interfaces; it differs from standard UTF-8 in the representation of
supplementary characters and of the null character. The form of the length information
depends on the length of the string in modified UTF-8 encoding. If the modified UTF-
8 encoding of the given Stri ng is less than 65536 bytes in length, the length is
written as 2 bytes representing an unsigned 16-bit integer. Starting with the Java™ 2
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platform, Standard Edition, v1.3, if the length of the string in modified UTF-8
encoding is 65536 bytes or more, the length is written in 8 bytes representing a signed
64-bit integer. The typecode preceding the St ri ng in the serialization stream
indicates which format was used to write the St ri ng.

Arrays are represented by the following:

® Their bj ect StreanC ass object.

® The number of elements.

® The sequence of values. The type of the values is implicit in the type of the array.
for example the values of a byte array are of type byte.

Enum constants are represented by the following:

® The (bj ect St reantl ass object of the constant’s base enum type.
® The constant’s name string.

New objects in the stream are represented by the following:

® The most derived class of the object.
® Datafor each serializable class of the object, with the highest superclass first.
For each class the stream contains the following:
- The serializable fields.
See Section 1.5, “Defining Serializable Fields for a Class.”
- If theclass haswri t eQbj ect /r eadObj ect methods, there may be optional
objects and/or block-data records of primitive types written by the
writ eCbj ect method followed by an endBI ockDat a code.

All primitive data written by classes is buffered and wrapped in block-data records,
regardless if the data is written to the stream within awr i t eCbj ect method or
written directly to the stream from outside awr i t eObj ect method. This data can
only be read by the corresponding r eadCbj ect methods or be read directly from the
stream. Objects written by the wr i t eQbj ect method terminate any previous block-
data record and are written either as regular objects or null or back references, as
appropriate. The block-data records allow error recovery to discard any optional data.
When called from within a class, the stream can discard any data or objects until the
endBl ockDat a.
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6.3 SreamProtocol Versions
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It was necessary to make a change to the serialization stream format in JDK™ 1.2 that
is not backwards compatible to all minor releases of JDK™ 1.1. To provide for cases
where backwards compatibility is required, a capability has been added to indicate
what PROTOCCL_ VERSI ON to use when writing a serialization stream. The method
Obj ect Qut put St r eam usePr ot ocol Ver si on takes as a parameter the protocol
version to use to write the serialization stream.

The Stream Protocol Versions are as follows:

® (nj ect StreantConst ant s. PROTOCOL_VERSI ON_1
Indicates the initial stream format.

® (nj ect StreantConst ant s. PROTOCOL_VERSI ON_2
Indicates the new external data format. Primitive data is written in block data mode
and is terminated with TC_ENDBL OCKDATA.

Block data boundaries have been standardized. Primitive data written in block data
mode is normalized to not exceed 1024 byte chunks. The benefit of this change was
to tighten the specification of serialized data format within the stream. This change
is fully backward and forward compatible.

JDK™ 1.2 defaults to writing PROTOCOL_VERSI ON 2.
JDK™ 1.1 defaults to writing PROTOCOL_VERSI ON 1.
JDK™ 1.1.7 and greater can read both versions.

Releases prior to JDK™ 1.1.7 can only read PROTOCOL_VERS| ON 1.
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6.4 Grammar for the Stream Format

The table below contains the grammar for the stream format. Nonterminal symbols are
shown in italics. Terminal symbolsinafi xed w dth font. Definitions of
nonterminals are followed by a“:”. The definition is followed by one or more
alternatives, each on a separate line. The following table describes the notation:

Notation M eaning

(datatype) This token has the data type specified, such as byte.

t oken[ n] A predefined number of occurrences of the token, that is an array.
x0001 A literal value expressed in hexadecimal. The number of hex digits

reflects the size of the value.

<XXX> A value read from the stream used to indicate the length of an array.

Note that the symbol (utf) is used to designate a string written using 2-byte length
information, and (long-utf) is used to designate a string written using 8-byte length
information. For details, refer to Section 6.2, “Stream Elements’.

6.4.1 Rules of the Grammar

A Serialized stream is represented by any stream satisfying the stream rule.

stream
magi ¢ version contents

contents:
cont ent
contents content

content:
obj ect
bl ockdat a

obj ect :
newOhj ect
newCl ass
newAr r ay
newstring
newEnum
newCl assDesc
prev(bj ect
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nul | Ref er ence
exception
TC_RESET

newCl ass:
TC_CLASS cl assDesc newHandl e

cl assDesc:
newCl assDesc
nul | Ref er ence
(d assDesc) prevhj ect /1 an object required to be of type
/1 C assDesc

super C assDesc:
cl assDesc
newCl assDesc:
TC_CLASSDESC cl assName seri al Ver si onUl D newHandl e cl assDescl nfo
TC_PROXYCLASSDESC newHandl e proxyd assDescl nfo
cl assDescl nf o:
cl assDescFl ags fields classAnnotation superd assDesc

cl assNane:
(utf)

seri al Versi onUl D:
(1 ong)

cl assDescFl ags:
(byte) /1 Defined in Term nal Synbols and
/1 Constants

proxyd assDescl nf o:
(int)<count> proxylnterfaceNane[ count] classAnnotation
super Cl assDesc

proxyl nt er f aceNane:
(utf)
fields:
(short)<count> fiel dDesc[count]

fiel dDesc:

primtiveDesc

obj ect Desc
primtiveDesc:

pri mtypecode fiel dNane

obj ect Desc:
obj _typecode fi el dNane cl assNanel

fi el dNane:
(utf)
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cl assNanel:
(String)object /1 String containing the field s type,
/1 in field descriptor format

cl assAnnot ati on:
endBl ockDat a
contents endBl ockDat a /1 contents witten by annotateC ass

pri mtypecode:
‘B // byte
‘C /Il char
‘D // double
‘F /] float
“1'// integer
*J" /1 long
S /] short
*Z' /1 bool ean

obj _typecode:
‘[“/1 array
‘L' // object
newArray:
TC_ARRAY cl assDesc newHandl e (int)<size> val ues[si ze]

new(bj ect :
TC_OBJECT cl assDesc newHandl e cl assdata[] // data for each cl ass
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cl assdat a:
now cl ass /1 SC_SERI ALI ZABLE & cl assDescFl ag &&
/1 1(SC WRI TE_METHOD & cl assDescFl ags)
wr cl ass obj ect Annotation // SC _SERI ALI ZABLE & cl assDescFl ag &&
/1 SC_WRI TE_METHOD & cl assDescFl ags

ext ernal Contents /| SC_EXTERNAL| ZABLE & cl assDescFl ag &&
/1 1 (SC_BLOCKDATA & cl assDescFl ags
obj ect Annot at i on /| SC_EXTERNALI ZABLE & cl assDescFl ag&&
/1 SC_BLOCKDATA & cl assDescFl ags
nowr cl ass:
val ues /1 fields in order of class descriptor
wr cl ass:
now cl ass

obj ect Annot at i on:
endBl ockDat a
contents endBl ockDat a /1l contents witten by witeChject
/1 or witeExternal PROTOCOL_VERSI ON 2.

bl ockdat a:
bl ockdat ashort
bl ockdat al ong

bl ockdat ashort :

TC_BLOCKDATA (unsi gned byte)<size> (byte)[size]
bl ockdat al ong:

TC_BLOCKDATALONG (i nt)<size> (byte)[size]

endBl ockDat a:
TC_ENDBLOCKDATA

ext ernal Cont ent : /1 Only parseabl e by readExternal
( bytes) /1l primtive data
obj ect
ext er nal Cont ent s: /1 external Content witten by
ext er nal Cont ent /1 witeExternal in PROTOCOL_VERSI ON_1.

ext er nal Cont ent s ext er nal Cont ent

newst ri ng:
TC_STRI NG newHandl e (utf)
TC_LONGSTRI NG newHandl e (1| ong-utf)

newEnum
TC_ENUM cl assDesc newHandl e enuntConst ant Nane

enuntonst ant Nane:
(String)object

prevnj ect
TC_REFERENCE (i nt)handl e
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nul | Ref er ence

TC_NULL
exception:
TC_EXCEPTI ON reset (Throwabl e)obj ect reset
magi c:
STREAM MAG C
ver si on
STREAM VERSI ON
val ues: /1l The size and types are described by the
/1 classDesc for the current object
newHand| e: /] The next nunber in sequence is assigned
/1 to the object being serialized or deserialized
reset: /1 The set of known objects is discarded

/1 so the objects of the exception do not
/] overlap with the previously sent objects
/1 or with objects that nmay be sent after
/'] the exception

6.4.2 Terminal Symbols and Constants

The following symbolsin j ava. i 0. Cbj ect St r eanConst ant s define the terminal
and constant values expected in a stream.
short STREAM MAG C = (short)Oxaced;

short STREAM VERSI ON = 5;
byte TC NULL = (byte)0x70;

final stati
final stati
final stati

final static byte TC REFERENCE = (byte)0x71;
final static byte TC CLASSDESC = (hbyte)0x72;
final static byte TC OBJECT = (byte)0x73;

c
c
c
c
c
c
final static byte TC STRING = (byte)0x74;
final static byte TC ARRAY = (byte)Ox75;
final static byte TC CLASS = (byte)Ox76;
final static byte TC BLOCKDATA = (byte)0x77;
final static byte TC ENDBLOCKDATA = (byte)0x78;
final static byte TC RESET = (byte)0x79;
final static byte TC BLOCKDATALONG = (byte)Ox7A,
final static byte TC_EXCEPTION = (byte)Ox7B;
final static byte TC LONGSTRING = (byte) 0x7C
c
c
c

final static byte TC PROXYCLASSDESC = (byte) 0Ox7D;
final static byte TC_ ENUM = (byte) OX7E;
final stati int baseW reHandl e = 0x7EO0000;

The flag byte cl assDescFl ags may include values of
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final static byte SC WRI TE_METHOD = 0x01; //if SC _SERI ALl ZABLE
final static byte SC BLOCK _DATA = 0x08; /1if SC EXTERNALI ZABLE
final static byte SC SERI ALI ZABLE = 0x02;

final static byte SC _EXTERNALI ZABLE = 0x04;

final static byte SC_ENUM = 0x10;

The flag SC_ WRI TE_METHOD is set if the Serializable class writing the stream had a
wr i t eObj ect method that may have written additional datato the stream. In this case
a TC_ENDBLOCKDATA marker is always expected to terminate the data for that class.

The flag SC_BLOCKDATA is set if the Ext er nal i zabl e class is written into the
stream using STREAM PROTOCOL_2. By default, this is the protocol used to write
Ext er nal i zabl e objects into the stream in JDK™ 1.2. JDK™ 1.1 writes
STREAM PROTOCOL_1.

The flag SC_SERI ALI ZABLE is set if the class that wrote the stream extended
java.io. Serializablebutnotjava.io.Externalizabl e, theclass
reading the stream must also extend j ava. i 0. Seri al i zabl e and the default
serialization mechanism is to be used.

The flag SC_EXTERNALI ZABLE is set if the class that wrote the stream extended
java.io. Externali zabl e, the class reading the data must also extend

Ext er nal i zabl e and the data will be read using itswr i t eExt er nal and

r eadExt er nal methods.

The flag SC_ENUM s set if the class that wrote the stream was an enum type. The
receiver’s corresponding class must also be an enum type. Data for constants of the
enum type will be written and read as described in Section 1.12, “ Serialization of
Enum Constants’.

Example

Consider the case of an original class and two instances in a linked list:
class List inplenments java.io.Serializable {

int val ue;
Li st next;
public static void main(String[] args) {
try {
List listl = new List();
List list2 = new List();
listl.value = 17;
listl.next = list2;

list2.value = 19;
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list2.next = null;

Byt eArrayQut put Stream o = new Byt eArrayQut put St rean();
oj ect Qut put St ream out = new Ohj ect Qut put St reamn( 0) ;
out.witeObject(listl);

out.witeCbject(list2);

out.flush();

} catch (Exception ex) {
ex. print StackTrace();

}
}

The resulting stream contains:
00: ac ed 00 05 73 72 00 04 4c 69 73 74 69 ¢c8 8a 15 >....sr..Listi...<

10: 40 16 ae 68 02 00 02 49 00 05 76 61 6¢c 75 65 4c >Z...... I..val ueL<
20: 00 04 6e 65 78 74 74 00 06 4c 4c 69 73 74 3b 78 >. . nextt..LList;x<
30: 70 00 00 00 11 73 71 00 7e 00 OO 00 00 00 13 70 >p....sQ.~. ..... p<
40: 71 00 7e 00 03 >q. ~. . <
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A.1 Overview

Security in Object Serialization A

Topics:

® Overview

® Design Goals

® Security Issues

® Preventing Serialization of Sensitive Data

® Writing Class-Specific Serializing Methods

® Guarding Unshared Deserialized Objects

® Preventing Overwriting of Externalizable Objects
[ ]

Encrypting a Bytestream

The object serialization system allows a bytestream to be produced from a graph of
objects, sent out of the Java™ environment (either saved to disk or transmitted over the
network) and then used to recreate an equivalent set of new objects with the same state.

What happens to the state of the objects outside of the environment is outside of the
control of the Java™ system (by definition), and therefore is outside the control of the
security provided by the system. The question then arises: once an object has been
serialized, can the resulting byte array be examined and changed in a way that
compromises the security of the Java program that deserializes it? The intent of this
section is to address these security concerns.
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A.2 Design Goals

A.3 Security Issues
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The goal for object serialization is to be as simple as possible and yet till be
consistent with known security restrictions; the simpler the system is, the more likely it
isto be secure. The following points summarize the security measures present in object
serialization:

Only objects implementing the j ava. i 0. Seri al i zabl e or

java.io. External i zabl e interfaces can be serialized. Mechanisms are
provided which can be used to prevent the serialization of specific fields (typically,
those containing sensitive or unneeded data).

The serialization package cannot be used to recreate or reinitialize objects.
Deserializing a byte stream may result in the creation of new objects, but will not
overwrite or modify the contents of existing objects.

Although deserializing an object may trigger downloading of code from a remote
source, the downloaded code is restricted by all of the usual Java™ code
verification and security mechanisms. Classes loaded as a side-effect of
deserialization are no more or less secure than those loaded in any other fashion.

Naive use of object serialization may allow a malicious party with access to the
serialization byte stream to read private data, create objects with illegal or dangerous
state, or obtain references to the private fields of deserialized objects. Implementors
concerned with security should be aware of the following implications of serialization:

Default serialization of an object writes the values of all fields of that object to the
serialization stream, regardless of whether or not they are public. Malicious code

can effectively read the values of private fields of a serializable object by serializing
the object and then examining the resulting byte stream. Methods for avoiding this
problem are described in Section A.4, “Preventing Serialization of Sensitive Data’.

During deserialization, objects are created and initialized using data from the
incoming serialization stream. If the stream was corrupted or tampered with prior
to deserialization, the deserialized objects may have unexpected or illegal state.
Methods for avoiding this problem are described in Section A.5, “Writing Class-
Specific Serializing Methods”.

By inserting extra wire handle references into a serialization byte stream, it is
possible during deserialization to forge extra references to objects occurring earlier
in the stream. Therefore, it is unsafe for developers to assume that references to
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private objects obtained via deserialization are unique. Techniques for dealing with
this problem are discussed in section Section A.6, “Guarding Unshared Deserialized
Objects’.

® Objects implementing the Externalizable interface are susceptible to overwriting,
since the readExternal method is public. A caller can invoke the r eadExt er nal
method at any time, passing it an arbitrary stream to read values from, causing the
target object to be reinitialized. A means of preventing thisis outlined in
Section A.7, “Preventing Overwriting of Externalizable Objects’.

A.4 Preventing Serialization of Sensitive Data

Fields containing sensitive data should not be serialized; doing so exposes their values
to any party with access to the serialization stream. There are several methods for
preventing a field from being serialized:

® Declare the field as private transient.

®* Definetheseri al Persi st ent Fi el ds field of the classin question, and omit the
field from the list of field descriptors.

® Write a class-specific serialization method (i.e., wri t eObj ect or
wr i t eExt er nal ) which does not write the field to the serialization stream (i.e., by
not calling Obj ect Qut put St ream def aul t Wit eQbj ect).

A.5 Writing Class-Specific Serializing Methods

To guarantee that a deserialized object does not have state which violates some set of
invariants that need to be guaranteed, a class can define its own serializing and
deserializing methods. If there is some set of invariants that need to be maintained
between the data members of a class, only the class can know about these invariants,
and it is up to the class author to provide a deserialization method that checks these
invariants.

Security-conscious implementors should keep in mind that a serializable class
readObj ect method is effectively a public constructor, and should be treated as such.
This is true whether the r eadObj ect method is implicit or explicit. It is not safe to
assume that the byte stream that is provided to the r eadObj ect method was
generated by serializing a properly constructed object of the correct type. It is good
defensive programming to assume that the byte stream is provided by an adversary
whose goal is to compromise the object under construction.
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This isimportant even if you are not worried about security; it is possible that disk
files can be corrupted and serialized data be invalid. So checking such invariants is
more than just a security measure; it is a validity measure. However, the only place it
can be done is in the code for the particular class, since there is no way the
serialization package can determine what invariants should be maintained or checked.

In version 1.4 of the Java™ 2 SDK, Standard Edition, support was added for class-
defined r eadObj ect NoDat a methods (see Section 3.5, “The readObjectNoData
Method”). Non-fi nal serializable classes which initialize fields to non-default values
should define ar eadObj ect NoDat a method to ensure consistent state in the event
that a subclass instance is deserialized and the serialization stream does not list the
classin question as a superclass of the deserialized object. This may occur in cases
where the receiving party uses a different version of the deserialized instance’s class
than the sending party, and the receiver’s version extends classes that are not extended
by the sender’s version. This may also occur if the serialization stream has been
tampered; hence, r eadQbj ect NoDat a is useful for initializing deserialized objects
properly despite a “hostile” or incomplete source stream

A.6 Guarding Unshared Deserialized Objects
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If a class has any private or package private object reference fields, and the class
depends on the fact that these object references are not available outside the class (or
package), then either the referenced objects must be defensively copied as part of the
deserialization process, or else the Obj ect Qut put St ream wri t eUnshar ed and
Obj ect | nput St r eam r eadUnshar ed methods (introduced in version 1.4 of the
Java™ 2 SDK, Standard Edition) should be used to ensure unique references to the
internal objects.

In the copying approach, the sub-objects deserialized from the stream should be treated
as "untrusted input": newly created objects, initialized to have the same value as the
deserialized sub-objects, should be substituted for the sub-objects by the r eadbj ect
method. For example, suppose an object has a private byte array field, b, that must
remain private:
private void readObj ect (Obj ect| nput Stream s)
throws | OException, C assNot FoundException
{
s. def aul t ReadQbj ect () ;

b = (byte[])b.clone();
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if (<invariants are not satisfied>)
t hrow new j ava.i 0. St reanCor r upt edException();

}

This issue is particularly important when considering serialization of immutable
objects containing internal (necessarily private) references to mutable sub-objects. If
no special measures are taken to copy the sub-objects during deserialization of the
container object, then a malicious party with write access to the serialization stream
may violate the container object’s immutability by forging references to its mutable
sub-objects, and using these references to change the internal state of the container
object. Thus, in this case it is imperative that the immutable container class provide a
class-specific deserialization method which makes private copies of each mutable
component object it deserializes. Note that for the purpose of maintaining
immutability, it is unnecessary to copy immutable component objects.

It is also important to note that calling cl one may not always be the right way to
defensively copy a sub-object. If the cl one method cannot be counted on to produce
an independent copy (and not to "steal” a reference to the copy), an alternative means
should be used to produce the copy. An alternative means of copying should always be
used if the class of the sub-object is not final, since the cl one method or helper
methods that it calls may be overridden by subclasses.

Starting in version 1.4 of the Java™ 2 SDK, Standard Edition, unique references to
deserialized objects can also be ensured by using the

Obj ect Qut put St ream wri t eUnshar ed and

Obj ect | nput St r eam r eadUnshar ed methods, thus avoiding the complication,
performance costs and memory overhead of defensive copying. The r eadUnshar ed
and wr i t eUnshar ed methods are further described in Section 3.1, “The
ObjectinputStream Class” and Section 2.1, “The ObjectOutputStream Class’.

A.7 Preventing Overwriting of Externalizable Objects

Objects which implement the Ext er nal i zabl e interface must provide a public
readExt er nal method. Since this method is public, it can be called at arbitrary
times by anyone with access to the object. To prevent overwriting of the object’s
internal state by multiple (illegal) calls to r eadExt er nal , implementors may choose
to add checks to insure that internal values are only set when appropriate:

public synchroni zed voi d readExt ernal (Obj ect| nput in)
throws | OException, C assNot FoundException
{

if (! initialized) {
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initialized = true;

/1l read in and set field values ...
} else {
throw new ||| egal St at eException();

}

A.8 Encrypting a Bytestream

Another way of protecting a bytestream outside the virtual machine is to encrypt the
stream produced by the serialization package. Encrypting the bytestream prevents the
decoding and the reading of a serialized object’s private state, and can help safeguard
against tampering with stream contents.

Object serialization allows encryption, both by allowing classes to define their own
methods for serialization and deserialization (inside which encryption can be used),
and by adhering to the composable stream abstraction (allowing the output of a
serialization stream to be channelled into another filter stream which encrypts the
data).
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Exceptions In Object Serialization B

All exceptions thrown by serialization classes are subclasses of
Obj ect St reanExcept i on which is a subclass of | CExcept i on.

Exception

Description

hj ect St reanExcepti on

I nval i dCl assExcepti on

Not Seri al i zabl eExcepti on

St r eanCor r upt edExcepti on

Superclass of all serialization exceptions.

Thrown when a class cannot be used to restore

objects for any of these reasons:

® The class does not match the serial version of
the class in the stream.

® The class contains fields with invalid
primitive data types.

® The Ext er nal i zabl e class does not have a
public no-arg constructor.

® The Seri al i zabl e class can not access the
no-arg constructor of its closest non-
Serializable superclass.

Thrown by ar eadObj ect orwri t eCbj ect
method to terminate serialization or deserialization.

Thrown:

® |f the stream header is invalid.

® |f control information not found.

® |f control information is invalid.

® JDK™ 1.1.5 or less attempts to call
r eadExt er nal onaPROTOCOL_VERSI ON 2
stream.
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Exception

Description

Not Act i veExcepti on

I nval i dObj ect Excepti on

Opt i onal Dat aExcepti on

Wit eAbortedException

Thrown if wri t eObj ect state isinvalid within
the following Obj ect Qut put St r eammethods:
® defaul t Witebject

® put Fi el ds

®* witeFields

Thrown if r eadCbj ect state isinvalid within the
following Qbj ect | nput St r eammethods:

® def aul t ReadObj ect

® readFi el ds

® regi sterVvalidation

Thrown when a restored object cannot be made
valid.

Thrown by r eadCbj ect when there is primitive
data in the stream and an object is expected. The
length field of the exception indicates the number of
bytes that are available in the current block.

Thrown when reading a stream terminated by an
exception that occurred while the stream was being
written.
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Example of Serializable Fields C

Topics:

® Example Alternate Implementation of java.io.File

C.1 Example Alternate Implementation of java.io.File

This appendix provides a brief example of how an existing class could be specified and
implemented to interoperate with the existing implementation but without requiring the
same assumptions about the representation of the file nameasa Stri ng.

The system classj ava. i 0. Fi | e represents a filename and has methods for parsing,
manipulating files and directories by name. It has asingle private field that contains the
current file name. The semantics of the methods that parse paths depend on the current
path separator which is held in a static field. This path separator is part of the seriaized
state of afile so that file name can be adjusted when read.

The serialized state of aFi | e object is defined as the serializable fields and the
sequence of data values for the file. In this case, there is one of each.

Serializabl e Fields:

String path; /] path nane with enbedded separators
Serializabl e Data:
char /1 path name separator for path name

An alternate inplenentation mght be defined as foll ows:
class File inplenents java.io. Serializable {
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private String[] pathconponents;
/1 Define serializable fields with the Cbject StreanCl ass

/**

* @erial Field path String
* Pat h conponents separated by separator.
*/
private static final CbjectStreantield[] serial PersistentFields
= { new (bject StreanFi el d(“path”, String.class) };

/**
* @erial Data Default fieldsfoll owedby separator character.
*/
private void witeQbject(ObjectQutputStreams)
t hrows | OException
{
Obj ect Qutput Stream PutField fields = s. putFields();
StringBuffer str = new StringBuffer();
for(int i = 0; i < pathconponents; i++) {
str. append(separator);
str. append( pat hconmponents[i]);
}
fields.put(“path”, str.toString());

s.writeFields();
s.writeChar(separatorChar); // Add the separator character

private void readObj ect (Obj ectl nput Stream s)
throws | CException

{
oj ectlnput Stream GetField fields = s.readFi el ds();
String path = (String)fields.get(“path”, null);
char sep = s.readChar(); // read the previous separator char
/| parse path into conponents using the separator
/1 and store into pathconponents array.
}
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